The Folk Theorem in Repeated Games with Anonymous
Random Matching*

Joyee Deb Takuo Sugaya Alexander Wolitzky
Yale SOM Stanford GSB MIT

September 18, 2019

Abstract

We prove the folk theorem for discounted repeated games with anonymous ran-
dom matching. We allow non-uniform matching, include asymmetric payoffs, and
place no restrictions on the stage game other than full dimensionality. No record-
keeping or communication devices—including cheap talk communication and public

randomization—are necessary.
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1 Introduction

In a repeated game with anonymous random matching, a finite population of players re-
peatedly breaks into pairs to play 2-player games. Each period, a player observes only her
partner’s action—mnot his identity, and not any other player’s action. We prove the folk
theorem in this environment. In particular, when the players are sufficiently patient, they
can attain the same payoffs as if everyone’s identity and actions were publicly observed at
the end of each period.

Because players receive so little information under anonymous random matching, this en-
vironment has long been used as a benchmark against which to measure the value of various
record-keeping devices and institutions, such as fiat money, merchant coalitions and guilds,
credit bureaus, online rating systems, “standing” and “image scoring” in evolutionary biol-
ogy, and monitoring within ethnic groups.! The main implication of our result is that, even
in this information-poor benchmark environment, patient players can obtain any feasible and
individually rational payoffs without any record-keeping devices or institutions beyond their
individual memories and the ability to count periods. Thus, any role for such institutions
must result from impatience of the players, or from the possibility of constructing “simpler,”
“more robust,” or “more realistic” equilibria when more information is available.?

Our folk theorem thus admits both positive and negative interpretations. The positive
interpretation is that a wide range of cooperative behaviors are possible despite minimal
information. The negative interpretation is that, in a finite population of patient long-run
players, it is difficult to justify the value of information-sharing institutions on efficiency
grounds alone. In particular, in these environments the assumptions that monitoring is

decentralized and players are anonymous—which might have been expected to restrict the

1On money, see Kiyotaki and Wright (1989, 1993), Kocherlakota (1998), Wallace (2001), Araujo (2004),
Aliprantis, Camera, and Puzzello (2007). On merchants, see Milgrom, North, and Weingast (1990), Greif
(1993), Greif, Milgrom, and Weingast (1994). On credit bureaus, see Klein (1992), Padilla and Pagano
(2000). On online rating systems, see Friedman and Resnick (2001). On standing and image scoring, see
Sugden (1986), Nowak and Sigmund, (1998). On ethnic conflict, see Fearon and Laitin (1996).

20f course, our result first fixes the population size N and then takes § — 1. If the population is very
large, the required discount factor is very close to 1. For example, if one extended our model by introducing
fiat money a la Kiyotaki and Wright (1989, 1993) or Wallace (2001), our theorem would immediately imply
that, for any fixed N, money is inessential for sufficiently high J; however, for any fixed J, for many stage
games money is essential for sufficiently high N. This observation generalizes the conclusion of Araujo (2004)
in the same way that our theorem generalizes the conclusions of Kandori (1992) and Ellison (1994).



set of attainable payoffs in some games—turn out to be completely payoff-irrelevant.?

Our approach is to view the repeated random matching game as a single N-player re-
peated game with imperfect private monitoring and apply techniques from the literature on
the folk theorem with private monitoring. The main obstacle to this approach is that, when
viewed as a single repeated game, the random matching game fails standard statistical iden-
tifiability conditions (e.g., Fudenberg, Levine, and Maskin’s (1994) pairwise identifiability)
and full support conditions. To overcome this obstacle, we show that players can be given
incentives to truthfully share information—despite communicating only via payoff-relevant
actions—and that the aggregated information of a player’s opponents always identifies her
action. Our paper thus connects three literatures: repeated games with random matching,
repeated games with private monitoring, and secure communication in repeated games.

Random matching Kandori (1992), Ellison (1994), and Harrington (1995) show that
cooperation can be sustained in the repeated prisoners’ dilemma with anonymous random
matching via “contagion strategies,” where a single defection triggers the breakdown of coop-
eration throughout the population. This approach does not generalize beyond the prisoners’
dilemma, because spreading contagion may not be incentive compatible when punishing is
costly. Even within the prisoners’ dilemma, it cannot be used to support asymmetric equilib-
ria, where for example a subset of players are allowed to defect while others must cooperate.
In contrast, our theorem covers all games (subject to a mild full dimensionality condition)
and all feasible and individually rational payoffs.

Deb (2018) proves the folk theorem for asymmetric games where players from distinct
communities fill different player-roles, cheap talk communication between partners is allowed,
and all players from the same community receive the same payoff. We instead consider
random matching within a single population (though our approach generalizes to multiple
communities), allow asymmetric payoffs, and—most importantly—disallow cheap talk.? Deb
and Gonzdlez-Diaz (2019) also disallow cheap talk in the 2-community model, but they

impose some conditions on the stage game, restrict attention to symmetric payoffs that

3 Another interpretation sometimes claimed by repeated games papers is that the constructed equilibrium
is a positive description of behavior. We do not make such a claim here, and indeed think our construction
is much too complicated to interpret this way. Our theorem is simply a benchmark possibility result.

4Ruling out cheap talk seems essential, as the point of our analysis is to see what outcomes are possible
in the absence of record-keeping and communication devices.



Pareto dominate a Nash equilibrium (obtaining a “Nash threat” folk theorem), and require
the population to be sufficiently large. Their proof is completely different, as they generalize
the contagion approach, while we build on the block belief-free approach introduced by
Horner and Olszewski (2006) to study repeated games with almost-perfect monitoring. We
compare these two approaches below. Deb, Gonzalez-Diaz, and Renault (2016) prove a
general folk theorem for N-community games without discounting. Another difference from
these papers is that our approach extends to non-uniform and even non-i.i.d. matching.
Other random matching models assume players directly observe some information about
their partners’ past play. Rosenthal (1979), Okuno-Fujiwara and Postlewaite (1995) and Dal
Bé (2007) consider finite population models; notably, the latter paper allows asymmetric
payoffs. Takahashi (2010), Dilmé (2016), Heller and Mohlin (2018), Bhaskar and Thomas
(2018), and Clark, Fudenberg, and Wolitzky (2019a,b) consider continuum models.
Private monitoring The literature on repeated games with imperfect private moni-
toring is too large to survey here. The folk theorem with public cheap talk communication
is proved by Compte (1998) and Kandori and Matsushima (1998). Piccione (2002), Ely
and Valimaki (2002), Matsushima (2004), Ely, Horner and Olszewski (2005), Horner and
Olszewski (2006), and Yamamoto (2012) develop belief-free techniques that we build on.
Sugaya (2019) proves a general folk theorem under identifiability and full support condi-
tions. These conditions are violated with anonymous random matching, but we use some
ideas from Sugaya’s proof.® We explain the connection to this literature in Section 3.5.
Secure communication The most challenging part of our proof is providing incentives
for secure communication with anonymous random matching, when communication can be
executed only through payoff-relevant actions. As far as we know, ours is the first paper
to address this problem. Incentives for secure communication have been studied in the
related setting of repeated games played on fixed networks (Ben-Porath and Kahneman,
1996; Renault and Tomala, 1998; Lippert and Spagnolo, 2011; Laclau, 2012, 2014; Nava and
Piccione, 2014; Wolitzky, 2015). While the technical overlap with this literature is slight, our

non-uniform matching model can approximate a fixed network, as we allow the case where

SFudenberg, Ishii, and Kominers (2014) also build on Hoérner and Olszweski to prove a folk theorem in a
setting where Sugaya’s theorem does not apply, albeit a completely different one from ours.



a player “almost always” interacts with the same partners.

2 Model and Folk Theorem

There is a finite set of players I = {1,..., N}, with N > 4 even. In every period t = 1,2, ...,
players match in pairs to play a finite, symmetric 2-player game with action set A and payoff
function v : A x A — R, with |A| > 2. Let a°, a' € A denote two arbitrary, distinct actions.

Pairs are formed as follows: (i) a matching u is a partition of the population into pairs,
(ii) there is an exogenous distribution p over matchings, and (iii) the period-t matching
is drawn from p i.i.d. across periods.® We assume p has full support and let £ > 0 denote
the minimum of p(u) over all matchings. Let p (i) denote player i’s partner in matching .
Let pij = >_,..1)=; P (1) denote the probability that players ¢ and j are matched.

Players are anonymous—each player observes only the actions she faces and not her
opponents’ identities. Formally, letting a;; € A denote player ¢’s period-t action, player
i’s observation in period t is the pair (a;;,w;;), where w;; = a,,;)¢. Say that a profile of
observations (a;,w;),c; is feasible if there exists an action profile a = (ay,...ay) € [[;c; A =

AN and a matching p such that w; = a,;) for all @ € I. Player ¢’s history at the beginning of

t—1

._1, With hY = (). Players maximize expected discounted

period t is denoted hl ™" = (a; -, w; )
payoffs with common discount factor § < 1. Let F (§) denote the sequential equilibrium
payoff set with discount factor 4.7

For any action profile a € AV, player i’s expected payoff at action profile a is given by

u; (a) = me-u (a;,a;).

J#i

Thus, the (convex hull of the) feasible payoff set in the N-player game is F' = co ({i (a)},c 4v)

where @ (a) = (1 (a), ..., 4, (a)).® Let & = max(,q)ea2 |u(a,a’)| be the greatest magnitude

6The extension to non-i.i.d. matching is discussed in Section 4.

"In defining sequential equilibrium, the choice of topology on the sets of beliefs and strategies does not
matter for us—for concreteness, take it to be the product topology. This is another point of contrast with
the approaches in Deb (2017) and Deb and Gonzdlez-Diaz (2017), where choosing the product topology is
essential.

8The definition of the feasible payoff set accounts for anonymity. For example, if the stage game is the
prisoners’ dilemma, the payoff vector corresponding to everyone cooperating with player 1 and defecting



of any feasible payoff, and let u = min,ea(a) max,eq v (a,a) be the minmax payoff. Let
Q™" € argmin, A(4) MaXaea U (@, @) be a minmax strategy in the 2-player game; to minmax
player i in the N-player game, every player but i plays o™®. Denote the set of feasible and
individually rational payoffs by F* = {v € F :v; > u Vi € I}. We assume F* has dimension

N. This condition is generic: letting

el = (u (ao, al) , ((1 — Dji) U (al, al) + pju (al, ao))j#> eRY
be the payoff vector when player 4 plays a® and all other players play a', the vectors (¢) icl
are linearly independent for generic values of u (a’;a'), u (a!,a®), and u (a',a').?

In this setting, we establish the folk theorem:

Theorem 1 For all v € int (F*), there exists § < 1 such that v € E () for all § > 6.

3 Key Ideas of the Equilibrium Construction

We provide a constructive proof of the folk theorem. The proof is deferred to the appendix.

Here we describe the key ideas of the construction.

3.1 Overall Structure of the Construction

We view the repeated game as an infinite sequence of finite blocks of periods. Players follow
automaton strategies. In each block, each player ¢ € I has two possible states—denoted
x; € {G, B}, for “good” and “bad.” A player’s state in the current block, her history in the
current block, and private randomization jointly determine her state in the next block. We
specify each player i’s block strategy in state x;—denoted o;(z;)—and the state transition

rules so that two properties hold. First, for every realization of the other players’ states

against everyone else is not feasible.
9Full-dimensionality of F* and full-dimensionality of the underlying 2-player game are logically indepen-
dent. If the 2-player game is a pure coordination game (with payoff dimension 1) then F* has full dimension.

a® at
Conversely, with N = 4 and uniform matching, the 2-player game a® 4,4 1,3 has full dimension, but
at 3,1 0,0

F* has dimension 1.



r_; € {G, B}~ both 0;(G) and 0;(B) are optimal strategies for player i (that is, the
equilibrium is block belief-free, as in Hoérner and Olszewski (2006)). Second, player i is
the “arbiter” of the payoff of player (i + 1) (mod N), in that i’s state determines i + 1’s
equilibrium continuation payoff: whenever i’s state is G (B), i + 1’s expected continuation
payoff is higher (lower) than the target equilibrium payoff, so that the ¢ 4+ 1’s target payoff
can be exactly attained by tuning ¢’s state transition rule. For example, if the state profile
at the start of a block is + = (B, B,G,G,...,G), so everyone except players 1 and 2 are
in state GG, then the strategy profile to be played in the block is one that guarantees that
expected continuation payoffs are low for players 2 and 3 and high for everyone else. Full-
dimensionality of the payoff set guarantees that such a strategy profile exists. For instance,
in the prisoners’ dilemma, such a profile might require players 2 and 3 to cooperate for
99% of the block, while everyone else cooperates for 95% of the block. Note that, while i
is responsible for choosing 7 + 1’s continuation payoff via her state transition, she has no
special role in delivering this payoff: once the state profile z € {G, B} is chosen, all players
are equally responsible for following the prescribed equilibrium continuation.

Play within a block proceeds as follows. First, there is an “initial talk sub-block,” where
players communicate their states.!® This lets them coordinate on the block strategy profile
based on the state profile z € {G, B}"¥. Then, players repeat the following “play-and-talk
sub-block” multiple times: they play actions that attain the target payoffs at state profile
x for many periods, and then communicate to see if anyone deviated. This is followed by
a “final talk sub-block,” where players communicate a summary of the entire block history.
Since all communication is executed via payoff-relevant actions, to attain the target payoffs
the players must spend most of their time in the “play” phases: in particular, they cannot
take the time to communicate about every play period. Instead, when players communicate
to identify deviations, player ¢ chooses one period at random from the preceding play phase
and communicates this choice to the other players, who then share their information about
that period only. This information is used to check if player i + 1 deviated in the chosen
period. Since player i + 1 does not know in advance which period his arbiter ¢ will choose,

this scheme can provide incentives for the entire play phase.

10Recall that all communication is executed via actions.



If deviations are detected as a result of the communication among players (described in
Section 3.2 below), then deviators are punished in two ways. First, if communication reveals
that player ¢ + 1 deviated, then everyone switches to mutual minmaxing for the rest of the
current block (starting with the next play-and-talk sub-block). Second, at the beginning of
the next block, player i+ 1’s arbiter (player i) adjusts her state transition probability so as to
reduce player i+ 1’s expected continuation payoff; and for each other player j # ¢+ 1, player
j’s arbiter (player j — 1) adjusts player j’s expected continuation payoff to compensate her
for any cost of punishing player ¢ during the last block.!!

An implication of this block structure is that each player’s continuation value is controlled
separately across blocks. Therefore, the challenge is providing incentives within each block
for correct on-path play and (especially) providing incentives for truthful communication.
This is unlike contagion equilibria, where all players’ payoffs are tied together, and so the

key challenge is in providing incentives to carry out punishments.

3.2 How Communication Works

In our construction, players communicate by taking turns broadcasting information. Which
player’s turn it is to “talk” in each period is pre-determined.!? We explain how a player
sends a binary message m € {0,1}. Longer messages are sent by binary expansion.

To send message 1, the sender plays a' for T periods and then a° for another T" periods,
where T' is a pre-determined large number. To send message 0, the order is reversed: first
a’ for T periods, then a'!. The other players—the “receivers”—play only a’ with high
probability throughout the entire 27-period interval. At the end of the interval, a receiver
who observed a' during the first 7" periods only infers that the sender sent message 1. A
receiver who observed a! during the last T periods only infers that the sender sent message
0. A receiver who observed any other pattern—that is, observed a' at least once in each

half-interval, or never observed a! at all—receives a message of error.

This protocol has several desirable properties. First, if T" is large, with high probability

1This basic of idea of “rewarding the punishers” dates back to Fudenberg and Maskin (1986). As in that
paper, “rewards” compensate punishers for the cost of carrying out punishments, but a player may still be
left worse-off than she was before an opponent’s deviation.

12Here we rely on the implicit assumption that the players share a common sense of calendar time.



the sender matches with each receiver at least once in each T-period half-interval, and
therefore the message transmits successfully when all players follow the protocol. Second,
a key obstacle to communication is that, since players are anonymous, a receiver may be
tempted to talk at the same time as the sender in an attempt to manipulate the message.
Our protocol makes such a manipulation very unlikely to succeed: no matter what a given
receiver does, every other receiver will either receive the correct message or receive error,
so long as she meets the sender at least once in the half-interval where the sender plays
a'—a very high-probability event. Hence, to deter this attempted manipulation, it suffices
to punish all players whenever anyone receives error.

There are however two important challenges to implementing this simple scheme.

First, in the course of communication, a receiver might learn that a low-probability
realization of the matching process has occurred, at which point her expected gain from
manipulation can be much larger. For example, suppose a single receiver happens to see a'
in all of the first T' periods—this event is very unlikely, but it is not impossible. Since only
one receiver at a time sees a', this receiver can infer that she is the only one to have received
the message successfully. This puts her at a large informational advantage over the other
players, and it is difficult to predict how she may exploit this advantage in continuation play.

We address this receiver-learning problem by introducing jamming, a key innovation in
our proof. Specifically, at the beginning of each block, with small probability each player
is designated a jamming player for the block. (We defer the details of how this designa-
tion is determined.) Jamming players differ from regular players in that, when they are
receivers, with small probability they continually play a' (which we refer to as jamming

communication) rather than a"

. Clearly, communication is very unlikely to succeed when
a jamming player is present and jams communication—however, since jamming players are
rarely present (and rarely jam communication when they are present), this has a negligi-
ble effect on equilibrium payoffs. Moreover, even a slight possibility that communication
may be jammed is enough to solve the receiver-learning problem: now, if a receiver sees a'
repeatedly, she infers that with high probability a jamming player is present and jammed

communication, rather than inferring that an low-probability match realization occurred. In

the former case, it is very likely that all players inferred that communication was jammed.



Thus, the possibility of jamming greatly reduces the perceived informational advantage of a
receiver who repeatedly observes a!. The resulting gain from manipulation is small enough
that it can be offset by a small loss in continuation payoff at the start of the next block.
Second, when a receiver ¢ receives error, the subsequent punishments must be incentive
compatible. How this is ensured depends on where in the block the error occurs. If ¢ receives
error in the last communication phase in the block, she (costlessly) adjusts her transition
probability for the next block (putting on more weight on x; = B) so as to reduce player
1 4+ 1’s continuation payoff only. If instead 7 receives error at a time when there are still
some play-and-talk sub-blocks remaining, mutual minmaxing commences at the start of the
next sub-block, incentivized by the promise of compensation at the start of the next block.
Thus, on equilibrium path, if there is no jamming and no low-probability match real-
izations occur, then there are no punishments within a block, and all required continuation
payoff adjustments are made across blocks. The structure of the different communication

phases within a block is described in more detail in Section 3.4.

3.3 How Identification Works

Another step in the proof is that, if player i’s opponents can successfully aggregate their in-
formation regarding a particular period of play, this information suffices to perfectly identify
player i’s action and observation in that period. This step is straightforward. Since match-
ing occurs in pairs, the total number of players who observe the same action they play (i.e.,
observe w,, = a,) is always even. Therefore, if there exists a € A such that the number of i’s
opponents for whom w,, = a, = a is odd, then w; = a; = a. If instead this number is even
for every a € A, then a; # w;. (Otherwise, the total number of players with w, = a, = a;
would be odd.) In this case, there is one action a such that more of i’s opponents observe
w, = a than play a, = a, and there is another action w such that more of ¢’s opponents play
a, = w than observe w,, = w. This pair (a,w) must then equal (a;,w;). Thus, if players —i

can aggregate their information, they can perfectly monitor player 7.'3

13This perfect monitoring property is not necessary for our approach: in the working-paper version (Deb,
Sugaya, and Wolitzky, 2018), we extend our proof to almost-perfect monitoring within matches. Nonetheless,
perfect monitoring simplifies the proof while letting us focus on its most novel element: incentivizing truthful
communication.



3.4 A Closer Look at the Communication Sub-Blocks

Next, we provide a little more detail on the “initial talk,” “play-and-talk,” and “final talk”
sub-blocks noted above. “Talk” proceeds via communication protocols: finite repetitions of

the stage game in which players communicate via actions. Our analysis consists of stringing

Figure 1: Schematic of play within a block
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together analyses of different communication protocols. Since we verify incentive compati-
bility essentially by backwards induction, we describe the protocols backwards from the end
of a block.

Figure 1 provides a schematic of play within a block. The final talk sub-block comprises
four phases. In the last phase, for each i € I, player i — 1 chooses one period ¢t at random
from the previous periods in the block and communicates it to the other players, who then
communicate their period ¢ information to player ¢ — 1: intuitively, players —i “talk about”
player i’s play in period t. Player ¢ — 1 then slightly adjusts her state transition probability
such that the effect of discounting in player i’s payoff is cancelled out: when player i — 1
chooses period t, she increases player i’s continuation payoff by By ) (1 =671 a,(ay),

1
t is chosen

where a; is the period-t action profile identified from communication. This makes player 7

10



indifferent about the timing of her actions within a block. Hence, in all earlier phases, we
may view the game as one without discounting, which is a substantial simplification.

Recall that player ¢ — 1’s state affects player i’s payoff only. Thus, in the last commu-
nication phase, players —i are indifferent to the outcome of communication, and are thus
willing to report truthfully. Moreover, even player ¢ has only a very small potential gain
from manipulating communication when ¢ is large (once we fix the length of the block).
Since it is always possible to provide small incentives without sacrificing much efficiency, we
do not need to rely on jamming players in this phase, and a very simple communication
protocol—the basic communication protocol, introduced in Section D.1—is sufficient.

In the penultimate and third-to-last talk phases, players —i aggregate their information
from all previous talk phases in the block. Player ¢ — 1 uses this information to adjust her
state transition. As we will see, the impact of this adjustment on player i’s payoff can be
large, so player ¢ may have a strong incentive to manipulate the communication. Hence, for
this phase we need a communication protocol where there is no history at which player ¢
believes she can manipulate the outcome of communication to her benefit. This requires the
secure communication protocol, introduced in Section D.2, which relies on jamming players.

In the first talk phase of the final talk sub-block, player ¢ — 1 chooses one period t; at
random from each of the L main play sub-blocks and communicates it to the other players,
who then communicate their period t; information to player « — 1. Players also confess
whether they have deviated in the current block so far.!* Similarly, in the talk phases of
the play-and-talk sub-blocks, players communicate selected periods to monitor and share
information about the monitoring periods with the sub-block. Finally, talk phases in the
initial talk sub-block are used to determine jamming players for the block and to coordinate
on the state z € {G, B}?Y. Communication in the initial sub-block and the play-and-talk
sub-blocks is especially challenging. This is because these phases affect not only continuation
payoffs at the end of the block but also continuation play within the block. Thus, all players

(not only the one “about whom the others are talking”) may have a strong incentive to

14 Confessions incentivize punishment during the main phases. Once a player observes an off-path history,
she expects that the deviator (whoever he is) will confess in the final sub-block, and her own arbiter will adjust
her continuation payoff accordingly. Meanwhile, the deviator is willing to confess because his confession is
used only to adjust his opponents’ continuation payoffs; in particular, his own punishment during the main
phase is already sunk. This is as in Hérner and Olszewski (2006).

11



manipulate communication. We therefore need a protocol that no player can profitably
manipulate. We construct the verified communication protocol (introduced in Section D.3)
to have this property. The key additional feature of this protocol is that each receiver
communicates the message she received back to the sender. This lets the players determine

whether or not they all received the same message.'®

3.5 Relation to the Private Monitoring Literature

Some readers may wish to understand how our construction relates to existing work on
repeated games with private monitoring. Our goal is to construct a block belief-free equilib-
rium, as in Horner and Olszewski (2006). To allow accurate communication under random
matching, we have players repeat actions and messages and apply a concentration inequality
(Lemma 3). In this sense, our construction joins the line of research combining belief-free
equilibria and review strategies, following Matsushima (2004). The closest papers in this
literature are Yamamoto (2012) and Sugaya (2019).

Yamamoto shows how to combine belief-free equilibria and review strategies in general
repeated games. There are several important differences with our approach, but a crucial
one is that Yamamoto assumes conditional independence: player ¢’s signal and player j’s
signal are independent conditional on actions. Thus, ¢+ cannot learn j’s inference from her
own signals. In contrast, with random matching signals are not conditionally independent.
This is the “receiver-learning problem” noted above, which we address via the innovation of
introducing jamming players.

Sugaya proves a general folk theorem by generalizing Yamamoto’s construction to condi-
tionally dependent monitoring. As in the current paper, mixed strategies are used to control
incentives after erroneous histories that arise with small ex ante equilibrium probability. In
particular, after observing such a history, a player believes this observation results from a
rare realization of her opponents’ mixed strategies. By specifying her continuation payoft to
be constant after such erroneous realizations, the player is incentivized to adhere to the same

continuation play as after non-erroneous histories. However, Sugaya’s construction assumes

15 As indicated in Figure 1, we also use the verified communication protocol in the first talk phase of the
final talk sub-block.

12



pairwise identifiability (i.e., each player can unilaterally identify other players’ deviations).
This makes communication straightforward, as when player ¢ “sends a message” to player
7, player j can construct a statistic whose distribution depends on player ¢’s message but
is independent of unilateral deviations by players —:. With anonymous random matching,

pairwise identifiability is robustly violated.

4 Extensions

We have extended Theorem 1 to three more general environments: imperfect monitoring
within matches, non-pairwise matching, and non-i.i.d. matching. We summarize these ex-
tensions here—formal statements and proofs may be found in the working-paper version of

this article.

Almost-perfect within-match monitoring: It is not surprising that we can allow
almost-perfect monitoring within a match, since we build on Hoérner and Olszewski (2006),
who prove the folk theorem with almost-perfect monitoring. The required modifications to
our proof are relatively minor. First, we have jamming players mix over all actions, rather

Y and a'. This makes players attribute unexpected observations to randomiza-

than just a
tion by jamming players rather than monitoring errors. Second, reward functions must be
adjusted to account for monitoring errors. Third, it is useful to introduce a small proba-
bility that the block is extended to include a final “long communication phase” on which
the required reward adjustments can be based. Here we do allow public randomization, in

contrast to both Theorem 1 and Horner and Olszewski’s theorem. It is used to decide when

to extend the block by including a long communication phase.

Non-pairwise matching and random player-roles: The assumption that matching
is pairwise is restrictive. For example, this requires that all players “play the game” the
same number of times, and thus rules out a distinction between frequent and infrequent
participants. The assumption that each player has the same “role” in each match is also
restrictive. It rules out games where each period one player in each match has an opportunity

to do a favor for her partner, as in “monetary” models a la Kiyotaki and Wright (1989, 1993).
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Our approach can be extended to cover these settings, with some restrictions on the structure
of the game and the target payoff set. The required modifications to the proof are again
minor. For example, a player must now report her group size and player-role (if applicable)
in addition to her action and observation. Notably, with this additional information our

identification argument generalizes to non-pairwise matching.

Non-i.i.d. matching: Our approach also extends to situations where (pairwise) match-
ing is determined by a Markov process with a full-support transition kernel that depends on
both the current match and the current action profile. This encompasses models with en-
dogenous match separation, such as finite population versions of Shapiro and Stiglitz (1984),
Datta (1996), Kranton (1996), Carmichael and MacLeod (1997), Eeckhout (2006), Fujiwara-
Greve and Okuno-Fujiwara (2009), and Peski and Szentes (2013). The proof now requires
substantial modification. The basic idea is to use the fact that, for large enough 7', any
two matches separated by T periods are almost independent. This lets us preserve the block

belief-free structure.

5 Discussion

Multiple communities and player-roles: Our result can also be extended to allow mul-
tiple communities, where each community has a fixed role. For example, in a stage-game
between a buyer and a seller, we can allow the case where each player is always either a

buyer or a seller, and also that where each player can play different roles.

Cheap talk and public randomization: The folk theorem would be easy to prove if
we allowed public cheap talk communication. This would make detecting deviations straight-
forward, and then cooperation could be sustained by punishing deviations through mutual
minmaxing. Deb (2018) considers a setting with private (within-match) cheap talk and
shows that it is possible to partially detect deviations, and then applies the perfect moni-
toring version of Horner and Olszewski. On the other hand, allowing public randomization

would not simplify our construction much.!

16Tn the final talk phase of our construction, each player i randomly chooses a set of periods to monitor and

14



Incomplete information: A concern with contagion equilibria is that they are not
robust to incomplete information, for instance the possibility of a few “commitment types’
who always defect. Our approach of considering a single N-player game and controlling
each player’s continuation payoff separately should be more robust to these considerations.
Incomplete information can undermine our communication protocols. Nonetheless, we con-
jecture that our approach combined with that in Fudenberg and Yamamoto (2010) may yield

a partial folk theorem for ex post equilibria in this setting.

Unknown population size: Another type of incomplete information is uncertainty
about the number of players in the game. Suppose there is an underlying population of
M players, any (even) number of whom may be selected by Nature to play the anonymous
random matching game. We conjecture that our approach can be extended to this setting by,
as in the ex post equilibrium approach of Fudenberg and Yamamoto (2010), having players
keep track of a vector of continuation payoff profiles, one for each possible realization of the
population playing the game; and augmenting our construction with a learning phase, where
each player in the underlying population has a chance to report if she is “present” in the
game. However, since one player can always pretend to be a different player (and will not
be caught if the other player is not present), the extent to which payoff asymmetries among

the players can be supported will be more limited than in the case with a known population.

Low discount factors: While block belief-free strategies let us establish a folk theorem,
they have the disadvantage of requiring a very high discount factor as a function of the
population size. In contrast, contagion strategies are remarkably effective (in the prisoners’
dilemma) even for fairly low 4.7 Nonetheless, following Hérner and Takahashi (2016), it can
be shown that the asymptotic rate of convergence of our equilibrium set to F™ is at least
(1— 5)71/ ? for generic stage games. Formalizing and investigating performance criteria for

low ¢ in general anonymous random matching games is an interesting future direction.

communicates this choice to her opponents. With public randomization, we could eliminate this phase by
letting nature select these random periods.
17See the calculations in Ellison (1994).
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Appendix: Proof of Theorem 1

A Overview of the Proof and Notation

Section B presents the block belief-free equilibrium conditions, to reduce the infinitely re-
peated game to a finitely repeated game with final-period reward functions. Section C
defines target payoffs and presents preliminary lemmas. Section D defines the communi-
cation protocols. Section E provides an overview of the equilibrium strategies. Sections
F and G prove reduction lemmas to simplify the equilibrium conditions. We reduce the
game to an undiscounted game with final-period reward functions, and show that reward
functions can exhibit some dependence on other players’ histories. Section H constructs the
verified communication module, which augments the verified communication protocol defined
in Section D with a reward function. Section I uses this module to further simplify the
equilibrium conditions: we show that it suffices to establish optimality of a player’s strategy
only at histories consistent with her opponents’ equilibrium strategies. Section J completes
the description of the equilibrium strategies. Section K constructs the final reward func-
tion, which sums the rewards for main and non-main phases. Sections L and M verify the
equilibrium conditions. The Supplementary Appendix contains omitted proofs.

We use different terms to refer to sets of consecutive periods that are meaningful in the

construction. We define these below, from the longest (a block) to the shortest (a period).

Terminology Meaning
Block T** periods, structured as in Section E.
Sub-Block L + 2 sub-blocks in each block: an initial talk sub-block, a final talk sub-block
and L sub-blocks in between that comprise both play and talk. See Section E.
Phase A major component of a sub-block: either a complete play of a communication protocol,
or a set of periods where players take the targeted actions. See Section E.
Round A major component of the verified protocol. See Section D.3.
Interval 2T consecutive periods in the basic, secure, or verified protocol. See Section D.
Half-Interval T consecutive periods in the basic, secure, or verified protocol.
Period A single play of the game.

Table 1: Glossary of Terminology Describing Timing
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We also collect some additional notation that will be used repeatedly in the proof.

Notation Meaning
V5 The target payoff.
vi(G) The lowest payoff when players coordinate on z with z;_1 = G (see (5)).
v; (B) The highest payoff when players coordinate on x with ;1 = B (see (5)).
u The minmax payoff (see Section 2).

<

The greatest magnitude of any feasible payoff (see Section 2).

u® The smallest feasible payoff (see (55)).
uB The largest feasible payoff (see (55)).
Table 2: Glossary of Notation for Payoffs
Notation Meaning
meancel (p, 1 a_;,w_;) Reward to make player indifferent over actions with payoff v;(z;—1) (see (7)).
¢ (a—i,w—y) Reward to give payoff 0 if a; = a and —1 otherwise (see (8)).

Reward to give payoff 0 if player follows verified protocol in

1 X
{ajvtiaj»t(h*j)} checking rounds, and give payoff — 1 otherwise (see (42)).

0B Reward to make player indifferent over actions with payoff u®i—1,
= (-1, 04, W—3)

while satisfying self-generation (see (56)).

v Reward to make player indifferent over actions with payoff v; (z;—1),
(X1, 0, W—j)

while satisfying self-generation if all players play a” () (see (56)).

v . Reward to make player indifferent over actions with payoff v; (z;—1)
w (w1, e, w_g|a™™)

when opponents play o™ (see (56)).

Table 3: Glossary of Notation for Reward Functions

We use standard asymptotic notation: “f (T) = O (g (T))” means “3C > 0,3T > 0 : VT >
T,/ (1) < Cg(T).

B Block Belief-Free Structure

We view the repeated game as an infinite sequence of T**-period blocks, with T™* to be
specified. At the beginning of each block, each player i selects a state x; € {G, B}. Given x;,
player i plays a behavior strategy o} (z;) (her block strategy) within the block: in every period
t=1,...,T* of a block, of (x;) specifies a mixed action as a function of player i’s extended
block history (IL;, hf_l), where LL; encodes the result of a private randomization conducted by
player 4 at the beginning of the block (described below), and hi™' = (a;,,w; )" € H

T=1
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Denote player i’s strategy set in the T**-period game by ;.

We require that player i’s state x; is determined by a transition probability p;(-|Z;, ;LZT) €
A({G, B}) that depends only on player ¢’s state in the previous block, Z;, and her history
in the previous block, k7. Moreover, we require that player #’s payoff at the beginning of
each block is determined solely by player (i — 1)’s state, z;_; € {G, B}, and denote it by
v (z;—1) € R. Hence, player i’s continuation payoff at the end of a block is a function only of
player (i — 1)’s state and extended history. Denote this continuation payoff by w} (z;_1, h ).

We present conditions under which a given payoff vector v € R¥ is attainable in a block
belief-free equilibrium. These are similar to the conditions in Hérner and Olszewski (2006),
with one significant difference: Horner and Olszewski assume monitoring has full support, so
in their model Nash and sequential equilibrium coincide, and there is no need to keep track
of players’ beliefs. In contrast, our model does not have full support, so we must introduce
beliefs, verify Kreps-Wilson consistency, and—most subtly—ensure that beliefs respect the
block belief-free equilibrium structure, in that sequential rationality is satisfied conditional
on each possible state vector x_; € {G, B}N_l. To do this, we keep track of players’ beliefs
conditional on each vector z_; € {G, B }Nﬁl. This approach implicitly determines a complete,
unconditional belief system, but since sequential rationality is always imposed conditional
on z_;, these unconditional beliefs do not enter into our analysis.

Formally, an ex post belief system 3 = (3;),c; consists of, for each player i € I, opposing
state vector z_; € {G, B}N_l, period t € {1,...,T*}, and block history h!™' € H!™' a
probability distribution ; (-|x_i, hfl) e A (Ht_’il). Together with a block strategy pro-
file (07 (2i))icrseqcmy, an ex post belief system is consistent if there exists a sequence

of completely mixed block strategy profiles <(af (azz)) converging pointwise

iel,zie{G,B}> kEN
to (0i(2:))ics nierc,py Such that, for each i € I, z_; € {G. B}V t e {1,...,T*}, and
ok(z;
ht=t € H'™' we have B(h' Mz _i, A7) = limy a0 Pr( 5@) (R s, mY) 18
We are now ready to present the equilibrium conditions. In what follows, E? [-] denotes

expectation with respect to strategy profile o, and E(@#) [-]-] denotes conditional expectation

with respect to assessment (strategy profile and beliefs) (o, 3).

18With this definition, it is clear that, whenever an ex post belief system is consistent, the corresponding
unconditional belief system is consistent in the usual Kreps-Wilson sense.
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For all v.e RN and § < 1, if there exist T** € N, strategies (07 (2;));c; rie{G,B} CON-
sistent ex post belief system (%, values (vj(xi-1));c; i 1e{c.p), and continuation payoffs

(w;'k (Q?i,l, h;—l >)iel,zi,1e{G,B},h

then we have v € E(9):

r+s re- such that the following conditions hold for all ¢ € I,
1—1 i—1

1. [Sequential Rationality] For all x € {G, B} and h!™' ¢ H!7' 1

T**

o} (z;) € argmax]E((Ui’a*‘i(gg_i))’ﬁ*) (1-9) Z 6"V (ay) 4+ 67w (wi_q, hE))

;€Y

t—1
xr_g;, hz .

=1

ek

(Here, the sum Zle could alternatively be written as Zfzt, since payoffs already incurred
in hl7! are sunk. In addition, sequential rationality is imposed for every vector x_; €

{G, B}"~!. This is the defining feature of a block belief-free construction.)
2. [Promise Keeping] For all x € {G, B}",

TH*

v (zim) = E7@ (1= 6) Y 6" i () + 6" w] (w1, B )
t=1

3. [Self-Generation] For all z; 1 € {G, B} and h1"|, we have w}(z;_1,h1"|) € [v}(B),v;(G)].

) 7

4. [Full Dimensionality| Player i —1 can randomize her initial state to deliver player i’s target
payoff v;: v} (B) < v; < v} (G).

(2

Defining 7 (z;_1, h1"]) := % (wi(zi—1, hI"}) — vi(x;-1)), we rewrite the conditions below:

1. [Sequential Rationality] For all x € {G, B} and hi™' € HI™!,

T**
o7 (v;) € argrnax]E((maii(ﬁi))ﬁ*) [Z 07 My (ar) + 7 (-1, b)) hil] ' (1)
0;€Y; =1

2. [Promise Keeping] For all x € {G, B}",

vi(2i1) = E7)

1—6 w1 , -
157~ Z oty (ar) + 7} (251, h?l)] . (2)
t=1

9Throughout, when we write “for all hﬁ_l € Hf_l,” this should be understood as applying for all ¢ € T
and all ¢.
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3. [Self-Generation] For all z;_; € {G, B} and hl |,

1-6 , - 1-9 , . 1—-9 , - . .
Wﬂ—i (G,hiy) <0, 5T—7Tz (B, hi_y) >0, 6T—7Tz (i1, hi=1)| < v{(G) =i (B). (3)
4. [Full Dimensionality]
v (B) <v; < v (G). (4)

Lemma 1 (Horner and Olszewski (2006)) For all v e RY and § € [0,1), if there exist

T €N, (o} (Ii))iemie{g,B}; 5", (UE‘(xi—l))ief,zi_le{G,Bp and (W?(xi—la hgj;))iel,zi_le{G,B},hiijGHT**

such that Conditions (1)-(4) are satisfied, then v € E(J).

C Preliminaries

C.1 Target Payoff and Actions

Given v € int (F"), there exist payoff vectors (i (%i-1));cru ,e(a.my € RN such that
(?71‘ (l’i,1>>i€1 € int (F*) v(‘xi*l)iel € {G, B}N and u < v; (B) <v; < (G) Vi € I. Define

. r . _ _

€" 1= 75 Minmin {0: (G) — v, v; — v; (B) ,v; (B) — u} .
We approximate (v; (371'*1))1‘@,%,16{6',3} by sequences of action profiles: for all ¢* > 0,
B e ANKY vz e {G, B}

k=1
such that, for all i € I, we have ‘KLV o (A () — 0 (7im1)

there exist K, € N and a sequence of action profiles (a’g (:c))

< €*. Let ﬂz (ZL’) =
= o (¥ (). Next, fix (v; (%i-1))icrefo.y € R*Y and sequences of action pro-

files ((a* (x))f;’l)xe{c By~ € A?"Ev such that, for all i € I,

v;(G) = min 4;(z), v;(B)= max ;(z)>u+ 9", and

r:xi—1=G r:xi_1=B

U; (B) + 9™ < UV < V; (G) — 9¢e*. (5)
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Players will repeat the target action sequence (a* (z))1v, over L “sub-blocks,” where

L ﬁ—ﬂ (Ky+1). (6)

(Throughout, [-] denotes the “round-up” function.) For I > Ky, let a! (z) = a ™4 ) ().20

i

C.2 Identification

We record the observation made in Section 3.3 that the profile (a_;,w_;) of i’s opponents’

actions and observations perfectly identifies player i’s action and observation, (a;,w;).

Lemma 2 There exists a function ¢ : A_; x A_; = A;x A; such that, if (a;, w;),c; 5 feasible,

then ¢ (a—i,w—;) = (a;,w;).

By Lemma 2, for each z;_;, there exists a function ¢! (z;, 1, a_;,w_;) : AN Ix AN-1 —

7

[—2i, 2u) such that, for each a € AV, we have

~

U; (a) + ﬂ_;:ancel (in_l, a_;, Q}_i) = Ui (ZEi_l). (7)

Thus, the function 7f! (z; 1, a_; ,w_;) cancels player i’s instantaneous utility. Similarly,
for each a € A, there exists 72 (a_;,w_;) : AN71 x AN=1 SR such that, for each a € AN, we

have

0 ifa;=a
7T;l (a,i,w,i) = . (8)
-1 ifa; #a

Thus, the function 7§ (a_; ,w_;) punishes player i for deviating from a.

C.3 A Bound on the Probability of Matches

We repeatedly use the following exponential bound on the probability that a pair of players

fails to match even once during a set of T" periods:

20H6rner and Olszewski (2006) and several subsequent papers present their constructions assuming K, = 1.
With random matching, this assumption is usually with loss. For example, in the prisoner’s dilemma, to
punish player 1 while keeping her opponents’ payoffs close to u (C, C'), we must cycle through action profiles
where player 1 and most of her opponents cooperate, while different subsets of her opponents take turns
defecting. We thus present our construction for arbitrary K.
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Lemma 3 For any set of T periods T € N and any pair of distinct players i,j € I, we
have Pr (p:(i) # j Vt € T) < exp (—€T).

Proof. Pr(p(i) #j V¥t e€T) < (1—&)" =exp(Tlog(l —&)) < exp(—ET). m
Given a set of periods T, we say the realized matching process is erroneous over T if

there exists a pair of players who do not match with each other during T.

D Communication Protocols

A basic building block of the equilibrium strategy is a communication protocol: a strategy
profile for players to communicate via actions in a finitely repeated game. The description
of a communication protocol does not include payoff functions and thus entails no claims
about incentive compatibility. After constructing the equilibrium strategy, we will construct
a reward function and then verify sequential rationality.

We view each protocol as a distinct, finitely-repeated game. If T is the set of periods
comprising a protocol, a protocol history for player i is a vector h; = (a4, wit)ter € Hi.

Denote the set of protocol history profiles by H = [[..; H;.

D.1 Basic Communication Protocol

The basic protocol lets a player i € I broadcast a message m; from a set M; = {1,...,|M;}.
We call player i the sender and call the other players receivers. The protocol takes 270 (M;)
periods, where b (M;) := [log, | M;|].*!

Basic Communication Protocol for Player : to Send Message m; with Repetition

T:22

e Divide the 270 (M;) periods into b (M;) intervals of 2T periods each.

e Forte{l,...,b(M,;)},

2'We sometimes abusively write b (|M;]) for b(M;).

22In what follows, instructions of the form “play action a in period t” are to be read as unconditional on
a player’s past actions and observations. Thus, a communication protocol is formally a strategy profile, not
just a description of on-path play.
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— If the " digit of the binary expansion of m; — 1 is 0, player i plays a® for the first half
of the t"* interval (i.e., the first 7' periods in the interval) and plays a' for the second

half of the t'" interval (i.e., the last T periods in the interval).

— If the #*" digit of the binary expansion of m; — 1 is 1, player i plays a' for the first half

of the t*" interval and plays a® for the second half of the t'* interval.

We call a set of T' periods where player ¢ takes a constant action a half-interval.
e Each player j # i plays a” throughout the protocol.

e At the end of the protocol, each player j # i makes an inference m; (j) € M; U {0} as

follows (based on history (a;, wjvt)fg(Mi)). If m; (j) = 0, we say j fails to infer a message:

— If, for some t € {1,...,0(M;)}, w;, & {a° a'} for some period 7 in the ' interval,
player j sets m; (j) = 0.

— If, for some ¢ € {1,...,b(M;)}, w;, # a' for every period 7 in the ' interval, player j
sets m; (j) = 0.

— If, for some t € {1,...,b(M;)}, wj, = w; = a* for some period 7 in the first half of the

tth

t'" interval and some 7’ in the second half of the t"* interval, player j sets m; (j) = 0.

— Otherwise, player j constructs a number m € {0,...,b(M;) — 1} as follows:

* If w;, = a' for some period 7 in the first half of the ¢ interval and w;, = a° for every
period 7 in the second half of the t*" interval, player j sets the t** digit of the binary
expansion of m equal to 1.

* If w;, = a' for some period 7 in the second half of the ¢ interval and w;, = a° for
every period 7 in the first half of the ¢'* interval, player j sets the t'* digit of the binary

expansion of m equal to 0.
— If m < |M;| — 1, player j sets m; (j) = m + 1. If i > |M;| (which is possible if log, | M;|

is not an integer), player j sets m; (j) = 0.

When all players follow the protocol, m; (j) = m, if and only if player j matches with

player i at least once in every T-period half-interval where player i plays a'. Hence, by
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Lemma 3,

Pr(m; (j) =my) > 1 —b(M;) exp (—€T) Vj # i. (9)

Moreover, when all players follow the protocol, either j’s inference is correct or j fails to

infer a message: if m; (j) # m; then m;(j) = 0.

D.2 Secure Communication Protocol

The secure protocol is a generalization of the basic protocol that lets player i send a message
so that it is harder for any receiver to manipulate. In addition to the parameters (i, m;, and
T), the secure protocol takes as given a set of players L, C I\ {i}, called jamming players.

Secure Communication Protocol for Player ¢ to Send Message m; with Repe-

tition 7' and Jamming Players [j,y:

e Divide the 27b(M;) periods of the protocol into b(M;) intervals of 27" periods each.

e Player ¢ behaves as in the basic communication protocol.

e Each player j ¢ [j,, U{i} behaves as in the basic communication protocol (i.e., plays a°).

e For each player j € [j,m, in the first period of each T-period half-interval (i.e., in periods
t =kT+1fork € {0,1,...,2b(M;) — 1}), player j plays a° with probability 1—exp(—T%)
and plays a' with probability exp(—T%). She then repeats the chosen action for the

remainder of the half-interval (i.e., plays a;; = a; k41 for t € {kT + 2, ..., (k + 1)T}).

e At the end of the protocol, each player j # i infers a message m; (j) € M; U{0} as in the

basic communication protocol.

For j € Ijzm and k € {0,1,...,2b(M;) — 1}, if ajpri1 = a® we say player j plays REG
(“regular”) in the k™ half-interval, and if a; ,_1)r+1 # a® we say player j plays JAM (“jam-
ming”) in the k'™ half-interval. Thus, player j plays REG and JAM with probabilities
1— exp(—T%) and exp(—T%) in each half-interval, independently across each half-interval.

Denote the event that all jamming players play REG throughout the protocol by ALL-
REG. Conditional on ALLREG, all players behave identically in the secure and basic pro-
tocols. In particular, conditional on ALLREG, inequality (9) holds and m; (j) # 0 implies
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m; (j) = m; VYj # i. Moreover,
Pr7™ (m; () = mi ¥j # i NV ALLREG) > 1 — Nb(M,) <exp (—2T) + 2exp(—T3 )) . (10)

The key new property of the secure protocol is that, for each player j # i with Liam\ {j} #
() and every sequence of observations (wﬂ)g(m), either she believes with high probability
that communication was jammed, or she believes with probability that, conditional on the
event that communication was not jammed, the message is likely to have transmitted suc-

cessfully. Intuitively, the former case arises when player j observes a' frequently, and the

latter case arises when she observes a! less frequently. To formalize this, let

. s 1—pi —piri
7= mex min {Vlogm (1 ) log LR P _w} -0, (1)
~€[0,1] 4,7.5" Dij L —pi;

and let 4 be the maximizer.

Lemma 4 For any player j # i with Iiam\{j} # 0 and any sequence of observations

(wj7t)t2:f(Mi) that arises with positive probability when players —j follow the secure protocol,

2Tb(M;)

1. Ifwjy = a' for at least ¥T periods in some half-interval then, for all (a;.),_|""", we have
Pr (ALLREG\ (aj,t,wj,t)fff(Mf)) < exp (—ﬁT + T%> _ (12)

2. If wjy = a' for at most T periods in each half-interval, then

(a) For all (aj,t)fg(Mi), we have

Pr (mi (7') € {my,0} V5 & {i, 7} (aj, w323 ALLREG) > 1-Nb(M;) exp (~iT)
(13)

(b) If aj, = a® for allt € {1,...,2Tb(M;)}, we have

Pr (mi (') = mq V5" ¢ {i, 3} | (ag,wp0)i 3 ,ALLREG> > 1 — Nb(M;) exp (—77T)
(14)
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Proof. Fix j # i with [\ {j} # 0. Suppose there is an half-interval S in which w;; = a'
for « periods, with v > 47". Fix a player j € Lam\ {j}. Let 7*”JAMS denote the event that,
in half-interval S, player j’ plays JAM and all other jamming players play REG. Let SREG
denote the event that all jamming players play REG in half-interval S. Let (a;,wj:),cs

denote the restriction of (a;,, wjvt)fg’(M") to half-interval S. Then

Pr (a4, wit)yes li'TAMS) (pz‘,j + Pj',j)7 (1 — Dij — pj’,g)T_V
Pr ((aj,t, Wit)res |SREG) Dij 1 —pi;

i . 1—pii — pars
> exp((ﬁlogp—”p”+<1—f‘y>1og—p” p”)T>,
Dij L —pij

which is no less than exp (77T). Hence, by Bayes’ rule,

Pr (SREG| (a0, wy0),0s) < Pr (§'JAMS) Pr (a4, wji) e 7' TAMS) |-
poTRtes) = Pr (SREG) Pr ((aj4,w;¢),es |ALLREG)
[ L Pr((ajs,w; " JAMS) |~
< |1+ exp(—T7?) (@50 9t)res | )
I Pr (a4, wj1),es |ALLREG)
i 1 -1 1
< |14exp (ﬁT — Tiﬂ < exp (—ﬁT+ T5> :

Since the event that a jamming player plays JAM is independent across half-intervals and
the behavior of players —j is independent of their past actions and observations, we have

Pr (ALLREG] (a5, ") < Pr (SREG| (aj,05,){1 ™) = Pr (SREG| (a4, wj1),c5) -

t=1 t=1

Combining the inequalities yields (12).

Next suppose w;; = a' for at most 37" periods in every half-interval. Then, in each
half-interval where player ¢ plays a', player ¢ matches with a player other than j in at least
(1 — ) Tp periods. Suppose player j plays a” throughout the protocol. For all j' ¢ {i, j},
if player ¢ matches with player j’ at least once in each half-interval where player i plays a!,

and ALLREG occurs, then m; (j') = m;. Hence, by Lemma 3,

2Tb

Pr (mi (7) = mil (o, w5,) 3™ ALLREG) > 1-b(My) exp (~& (1= ) T) = 1-b(M;) exp (~7T)
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Applying this bound repeatedly for each j’ # i, j, we obtain

Pr (mi (7') = m V5 ¢ {i,3}] (o w30) 1™ ALLREG) > 1 = Nb(M;) exp (~iT).
This establishes (14). Similarly—regardless of player j’s behavior—if player i matches with
player 5’ # i,j in some period in each half-interval where player i plays a', then m; (j') €
{m;,0}. (In particular, m; (j') = 0 if j ever matches with j" while playing a; ¢ {a° a'},
or if 4 and j match with j' while playing a! in different halves of the same interval, and

m; (j') = m; otherwise.) Hence, (13) also holds. m

D.3 Verified Communication Protocol

In the verified communication protocol, player ¢ first broadcasts a message m; € M; in
2b (M;) periods using the basic communication protocol (with 7 = 1). Then, each player
(including player i herself) sequentially broadcasts her actions and observations from these
2b (M;) periods using the secure communication protocol with repetition 7' (with 7' to be

specified). The verified protocol thus takes a total of T (M;,T') periods, where

Verified Communication Protocol for Player i to Send Message m; with Rep-
etition 7"

At the beginning of the verified protocol, each player j has two possible types, denoted
(; € {reg,jam}. A strategy in the protocol is thus a mapping from {reg,jam} and protocol

histories to actions. Let Zj,m = {j : (; = jam}. The protocol consists of N + 1 rounds.
e Message round

— Player ¢ sends message m; € M; as in the basic communication protocol with 7' = 1.23

— Each player j # i plays a” throughout the round.

23To make following the verified communication protocol sequentially rational, we will subsequently slightly
modify player i’s prescribed behavior after she herself deviates from the protocol. See Section H.
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Let T (msg) denote the set of 2b (M;) periods comprising the message round.

e j-checking round, for each j € I. Each checking round consists of b (A*(9)) intervals.
Each interval consists of 27" periods. Let T (j) denote the set of 270 (A4b(Mi)) periods

comprising the j-checking round.

— Player j sends message (aj,t,wj,t)teqy(msg) € A*(Mi) a5 in the basic protocol.
— Bach player n ¢ Zi,,, U {j} plays a° throughout the round.

— In each half-interval, each player n € Z, \ {j} mixes between REG and JAM with

probabilities 1 — exp(—7'2) and exp(—T2), as in the secure protocol.

— Each player n # j infers message (a;(n), w;j:(n))ermsg € AP U {0} as in the basic

protocol.

e At the end of the protocol, each player n € I creates a final inference m;(n) € M; U {0}

as follows:

— If (a;(n),w;j(n))termsg) = 0 for some j # n, then m;(n) = 0.

— Otherwise, if the vector (a;:(n),w;(n))icr(msg)jer is not feasible—that is, for some j’ €
I and t € T (msg), (a;+(n),wji(n)) # ¢((aji(n),w;t(n));zy) (see Lemma 2 for the
definition of ¢)—then m;(n) = 0.

— If (a;¢(n),w;j(n))ter(mse),jer is feasible and (a;+(n))icr(msg) corresponds to the binary

expansion of some m; € M;, then m;(n) = m,;.

— If (aj4(n),w;+(n))ier(msg),jer is feasible but (a;+(n))ier(msg) does not correspond to the bi-
nary expansion of some m; € M;, then m;(n) is set equal to an arbitrary, pre-determined

element of M;—for concreteness, let m; (n) = 1.

In the verified protocol, we call player i the initial sender, and we say player j € [ is a
sender in period t if t € T (j) or [j =i and t € T (msg)]. We say players coordinate on m;
if m;(n) =m; for all n € I.

For each j € I, say that player j is suspicious at protocol history h;, denoted susp (h;) =
1, if m;(j) = 0. Otherwise, susp (h;) = 0. Note that susp (h;) = 1 only if some player
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deviates, some jamming player plays JAM, or the realized matching process is erroneous over

some half-interval. We will derive some key properties of the function susp (-) in Section H.

D.4 Jamming Coordination Protocol

Finally, we describe how players coordinate on the identities of the jamming players Z,, C 1.

Jamming Coordination Protocol with Parameter 7'

e In each of the two periods, each player i plays a' with probability exp(—T %) and plays
cach a # a* with probability (1 — exp(=T3))/ (|A| — 1), independently across periods.

Given a protocol history h;, we define ¢;(h;) = jam if w;; = a' for some ¢ € {1,2}. That

Lin either period.

is, a player becomes a jamming player if she observes a

Let Pi(h;) = Pr(¢;(h;) = jam Vj # i|h;). For every protocol history h;, the probability
that all players in I\ {7,u:(7)} play a' in both periods ¢ and pu;(i) # po(i) is at least
Zexp(— (N — 2) T's). Conditional on this event, the probability that Cj(hj) = jam Vj #£ i is

1. Hence,

P,(h;) > gexp(— (N — 2)T3). (16)

E Equilibrium Strategies: Overview

We now define the equilibrium block strategies, deferring some details to Section J. The
length of a block is parameterized by a number Ty € N. We fix T} sufficiently large such
that the following three inequalities hold:

L

200 300L2N* | A|log, Ty < (Tp)10,

(T)* (exp(— (To)%) + exp (—2Tp +2()? ) ) < 1, (17)
(To)* exp(— (T)*) < 5-

Below, we give a precise description of how play proceeds within a block (and an intuitive

description in parentheses).

1. Sub-block 0: This sub-block consists of the following 2 + 2N phases.
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(a)

(b)

Jamming coordination phase (0,jam): Players play the jamming coordination protocol

for 2 periods. (“The players coordinate on who will be jamming players.”)

Coordination phase (0,7) (repeat for each i« = 1,...,N): Player i sends z; € {G, B}
using the verified communication protocol with repetition Tj. Since the message set
M; = {G, B} has cardinality 2, this phase takes T (M;,T) = 2b(2) + 2b (A*®) NT; ~
4+ 16NTylog, |A| periods.?* (“The players coordinate on z.”)

Contagion phase (0,i,con) (repeat for i = 1,..., N): Player ¢ sends susp (h;) € {0,1}
using the verified protocol with repetition Ty. This phase also takes &~ 4+ 16 NTj log, | A]

periods. (“If any player is suspicious, her suspicion spreads.”)

2. Sub-block | =1, ..., L: This sub-block consists of the following 1 + 3N phases.

(a)

Main phase (I, main): This phase takes (7t 0)3 periods, and is described in Section J.
Roughly, if player i is not suspicious, she plays a (z (i)) in every period; otherwise, she
plays o™ in every period.

Let T(I, main) denote the set of (Tj)? periods in main phase (I, main). At the end of the
phase, each player i selects a period t; () € T(l, main), uniformly at random. (“Each

player selects a random period to monitor.”)

Communication phase (l,i) (repeat for i = 1,..., N): Player i sends ¢;(I) € T(l, main)
using the verified protocol with repetition Tj. Since the message set has cardinality
IT(I, main)| = (7,)*, this phase takes 2b ((T0)3) + 2b (A4b((T°)3)) NTy =~ 6log, Ty +

24NTylog, Ty log, |A| periods. (“Players communicate selected monitoring periods.”)

Communication phase (1,i,n) (repeat for i = 1,..., N and n =1, ..., N): Player n sends
(@pt, wne) using the verified protocol with repetition 7j, where ¢ equals player n’s infer-
ence of t;(1) in phase (I,7). Since the message set has cardinality |A|’, this phase takes
2b (|A[2) +2b (A4b<|A‘2)> NT, ~ 4log, |A| + 16NT, (log, |A|)* periods. (“Players share

information about the monitoring periods.”)

24Throughout this section, we use ~ to indicate equality up to rounding up all log, terms: formally, we
write f (z) ~ g (logy 1, .- -, 1083 ym) if g (loga y1, - .- logy ym) < f(z) < g ([logyy1l, ..., [logy ym ).
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(d) Contagion phase (l,i,con) (repeat for i = 1,..., N): A repetition of phase (0,1, con),
but for the current histories h;. Again, this phase takes ~ 4 + 16 NTj log, |A| periods.

(“Suspicion spreads.”)

Let L; = (¢; (1)), be the collection of random monitoring periods selected by player i.

Let T* be the final period of the last contagion phase, phase (L, N,con). Let T* =
{1,...,T*} be the set of periods up to period 7. Let T’ be the set of non-main phase
periods up to period T™:
T =T\ J T (I, main) (18)
=1 ’ '

Given that Ty satisfies (17), it can be checked that |T'| < (Tp)"!.% (In what follows, all

comparisons of numbers of periods involving Tj assume (17).)

Let x, € {0,1} be a function of (x,,hl ), where x,, = 1 if and only if there exists
t € {1,...,T*} such that a,; ¢ supp(o;,(z,)|,:-1) (i.e., player n deviated from o} (x,) in
the first 7™ periods).

3. Final Talk Sub-block : This sub-block consists of the following 4N phases.

(a) Phase (final,1,4) (repeat for i = 1,..., N): Player i — 1 sends the list of periods L;_; €
{1,..., (Tg)3}L using the verified protocol with repetition Ty. Next, sequentially, each
player n #£ 4,7 — 1 sends the following two messages using the secure protocol with
repetition Tp: (i) x, € {0,1} (i.e., player n “confesses” if she deviated in the first T
periods). (ii) (an,t,wnt)ep,(ny> Where Li(n) is player n’s inference of L;. (If Li(n) = 0

then player n sends (a, ¢, w,) = (a°,a").) (“Players confess any deviations and re-send

251n particular,

N (26 ((15)°) + 2 (4(5)) NT, )
T/(Ip) = 2+2N <2b (2) + 2b (A‘“’(?)) NTO) +L| N2 (2b (\A|2) +2b (A4b(IA\2) NTO)
+N (2b(2) + 2b (A*P) NTy)
= 248N +64[log, |A|] N*Ty + 12LN [log, Ty + 96 [log, |A]] LN? [log, Ty To
+8LN? [log, |A[] + 64 [log, |A[]*> LN®Ty + 4N L + 32 [log, |A[] LN?T;
< (To)"' (by (17)).

Elsewhere in the proof, similar calculations show that (17) guarantees a sufficiently high value of Tp. We
omit such calculations going forward.
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their information about the monitoring periods. Player 7’s message set has cardinality

” 26)
(T 0)3L and the message set of each player n # 4,7 — 1 has cardinality 24%". Hence, the

length of this phase is

T (final, 1,i) = 2b ((TO)3L) +2b <A4b((T°)3L)> NTy + (N —2)2b (2 yA|2L) T

~ 6Llog, Ty + 24NTyLlog, Ty log, |A| +2 (N —2) LT (1 + 2log, |A]) .
Let T7 be the final period of phase (final, 1, N). Let Ty = {1,...,71}. Let
L
"o .
T = Tl\Ulle(l,mam). (19)

It can be checked that |T”| < (Ty)*!. Let T (final, 1,7) be the set of periods in phase
(final, 1,1).

Phase (final, 2,4) (repeat for i = 1, ..., N): Sequentially, each player n # 7,7 —1 sends z,,
and (@p,¢, Wn,t),cps Using the secure protocol with repetition Ty. (“Players share their non-
main phase histories.”) The length of this phase is T (final, 2) = (N — 2) 2b (24*"™") T, ~
2 (N —2)Tylog, (2A4*™). Let Ty be the final period of phase (final,2, N). Let Ty =
{1,...,Ty}. It can be checked that Ty < L (Ty)* + (Tp)*'. Let T (final, 2,7) be the set of
periods in phase (final, 2, 7).

Phase (final, 3,7) (repeat for i = 1,..., N): Sequentially, each player n # i,i — 1 sends
(@ptyWnt) (U T(final 2,5) using the basic protocol with repetition Ty. (“Players share their
information about each other’s non-main phase histories.”) The length of this phase is
T (final,3) = (N —2)2b(N x T (final, 2)) Ty ~ 2 (N — 2)Tylog, (N x T (final, 2)). Let
T; be the final period of phase (final, 3, N). It can be checked that Ts < L (Ty)* + (Tp)*".
Phase (final, 4,14) (repeat for i = 1,..., N): Player i — 1 selects a period t;_1 € {1, ..., T3},
uniformly at random. Player ¢ — 1 sends the realization of ¢;_; using the basic protocol
with repetition Tj. Next, sequentially, each player n # ¢ — 1,7 sends her inference

ti—1(n) € {0,1,...,T3} and (an,ti_l(n),wn,ti_l(n)) using the basic protocol with repetition

26Confessing deviations and re-sending past messages play a similar role here as in Horner and Olszewski
(2006) and Yamamoto (2012).
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To. (If t;_1(n) = 0 then n sends (an7ti71(n), wn,tiil(n)) = (a°,a")). (“Each player monitors

one extra period to cancel the effects of discounting.”) The length of the phase is

T (final,4) = 2b(T3)To+ (N —2)2b (T3 +1) x A%) Ty

~ 2Tylog, (T5) + (N — 2) 2T, (logy (T3 + 1) + 2log, | A])

Finally, we have T** = Ts + T (final, 4). It can be checked that T** < L (Tp)* 4 (Tp)>'.

F Reduction Lemmas: Phases (final,3,7) and (final, 4, )

F.1 Basic Communication Module

We analyze the equilibrium block strategies by backwards induction. Since the basic com-
munication protocol is used in the last phases (phases (final, 3,7) and (final, 4,17)), we start
by considering payoffs and reward functions for this protocol. We call the resulting finitely
repeated game the basic communication module.

For each player n € I, payoff functions in the module take the form

> 6 iy, (ag) + T (a1, huot) 4w, (B) | (20)
teT
where w,, is the stage-game payoff function; 7, is a reward function that depends only on
player n — 1’s state and module history (where the state vector (xy),.; is taken as fixed
and commonly known); and w,, is a continuation payoff function that depends on the entire
module history. We wish to construct a reward function such that, when viewed as a strategy

profile in this finitely repeated game, the basic protocol is a belief-free equilibrium.

Definition 1 A strategy profile o is a belief-free equilibrium (BFE) if, for each player i and
history h;, the continuation strategy o;|p, is a best response against o_;|,_, for every opposing

history profile h_;.

We say that the premise for basic communication with magnitude K 1is satisfied if the

following conditions hold:
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1. Player i is indifferent about the result of communication: w; (k) = 0 for all h.

2. For all n # i, the range of wy, (h) is bounded by K: max,, ; ‘wn (h) —wy(h)| < K.

Lemma 5 For eachi € I, x;_1, M;, T, w, and K > 2u/€ satisfying the premise for basic
communication with magnitude K, there exists a family of functions (7Tn($i_1, J:HY | — ]R)

such that the following hold:
1. With payoff functions (20), the basic protocol is a BFE for every ¢ € [0,1].
2. For eachn € I and m; € M;, E [ZteT 6, (ay) + m (21, hn,l)} =Tv,(xp_1).

3. For eachn el andt €T,

max

hn—lvhn—l

~ u+ K
T, (xnfla hn71> — Tn (hn71> ’ S (ﬂ + 2“ —; ) T. (21)

The proof is relegated to Section N (as are all other omitted proofs). Here is a sketch:
For each receiver n # i, player n — 1 rewards player n every time she observes a’, which
incentivizes player n to play a° throughout the module. Although whether player i (the

sender) plays a’ or a' also affects the probability that player n — 1 observes a®

in a given
period (since ¢ and n — 1 may match), the expected number of rewards is independent of m;
because player i plays a” and a' with the same frequency for every m;. In addition, whether
player i plays a® in the first or second half-interval affects player n’s instantaneous utility
through discounting, so we must adjust the rewards to cancel this effect.

For player i, player i — 1 makes her indifferent between playing a® and a! in every period.
This is straightforward since player i —1’s observations statistically identify player i’s actions.

Note that Lemma 5 concerns the complete information game where the states and con-
tinuation payoff functions (z,,wy),; are known. However, as the statement of the lemma

holds for each realization of (z,,w,) the same argument applies for the incomplete infor-

nel’
mation game where (2,,w,),c; is unknown but the premise for communication is satisfied

for each (xy,w,), ;- The same remark applies for Lemmas 8, 13, and 17 introduced later.
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F.2 Reduction Lemma 6: Undiscounted, Finitely Repeated Game

We show that the equilibrium conditions of Lemma 1 can be replaced by corresponding

undiscounted conditions:

1. [Sequential Rationality] For all € {G, B} and h!™' € HI™!,

T35
o7 (7;) € argmaxE<<Ui’ai"(x7i))ﬂ*) Zﬁl (ar) + 7 (21, b)), h;‘fl] . (22)
0, €Y, =1

2. [Promise Keeping] For all x € {G, B},

| R
vi(Ti-1) = 7731[3“ ©

T=1

> iy (ar) + 7z, h{fl)] : (23)

3. [Self-Generation] For all z;_; € {G, B} and h*, € H*,,
sign(z;_1)m (zi_1, 1)) > —Te* Ty, (24)

-1 if Ti—1 = G,
1 if Ti—1 = B.

where, for z;_1 € {G, B}, define sign(z;_1) :=

Note that Condition (4) is omitted, as v;(z;_1) is fixed to satisfy it by (5). The third
inequality in (3) (which here would be |27} (21, hinl)‘ < v;(G) —v;(B)) is also omitted,

573
as we have fixed Ty, 77 (2;_1, h)*,), and v;(G) > v;(B) (by (5)) and will take § — 1.
Lemma 6 Suppose that, in the T3-period finitely repeated game, there exist strategies (o7 (:)), ..,

consistent ex post belief system B*, and reward functions (7} (w1, hinl))mHﬁiTEl such that

Conditions (22)-(24) are satisfied. Then there exists § < 1 such that v €E (§) for all § > 4.

The proof shows that, for any strategies (o7 (z;)),,, in the T3-period game satisfying
the conditions of the lemma, the T**-period game that results from concatenating these
strategies with the Phase (final, 4,i);c; strategies described in Section E (in which players
share information about a random past period) satisfies the equilibrium conditions of Lemma

1. To prove this, we augment the reward functions from the T3-period game by giving each
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player a small reward if the newly monitored period reveals that she took an action yielding
a higher payoff later in the block, so as to leave her indifferent to the timing of her actions
within the first 73 periods. Condition (22) then ensures sequential rationality for the first
Ts periods. Moreover, as 0 — 1, the size of the new reward goes to 0. Hence, Lemma 5
guarantees the existence of a reward function that incentivizes players to follow the basic
communication protocol in the last 7** — T3 periods. Finally, since (T** — T3) /T3 is small,
communication takes a short enough time that Conditions (23) and (24) imply Conditions

(2) and (3), given the slack in (5).

F.3 Lemma 7: Letting Rewards Depend on h_;

Next, consider phase (final, 3,7), during which players n # i,7—1 send messages (an,t, Wn,¢ )teu; T(inal 2,5)
using the basic communication protocol. Player i—1 then uses her history in phase (final, 3, %)
to compute player i’s reward for phase (final, 2, j) s so that, at the end of phase (final, 2, N),

player ¢’s expected reward is equal to

0
> Y et Y (H o) o ().

j#i T(final,2,5) teT(final,2,i)
(25)

Given Conditions (7) and (8), player i’s expected payoff in phases ((final, 2, j));es equals

dooowilwia) = D o (26)

teT(final,2,i) teT(final 2,7)

Note that player 7 has a strict incentive to play a® during phase (final, 2,4). Based on this

construction, we further reduce the conditions for Lemma 6:

1. [Sequential Rationality] For all x € {G, B} and h!™' € H!™!,
T A
* * — 7 T . I i— - - 10/ a
O',Zk (l‘l) c argmax]E((ai’Ufi(x*i)):ﬁ ) r=1U (a ) + ZtGT(ﬁnal,2,z) v (.T 1> ZtGT(ﬁnal,Q,z) it 7ad

o€ +7Tz>'k(xi—17 hzT—21)|x—i7 hgil

(27)
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2. [Promise Keeping] For all x € {G, B}",

T
1 o*(x ~ * 2
Ui(xifl) — EE (z) ZUZ (aT) + Z ' ’Ui(l’ifl) — Z | ]-ai’t;éao + 7'['2- (l’i,l, hzr—l)
T=1 teT(final,2,7) teT(final,2,7)
(28)
3. [Self-Generation] For all #;_; € {G, B} and h]?, € H*,,
sign(mi_l)wz‘(xi_l, hszl) Z —6€*T2. (29)

Note that the slack in the self-generation constraint has been reduced to 6¢*715, com-

pared to 7¢*T3 in Condition (24). This is because some slack is “used up” when replacing

T (21, hity) with (25) and 77 (2_, h2,).

Lemma 7 Suppose that, in the Ty-period finitely repeated game, there exist strategies (oF (x;))

4,2

consistent ex post belief system (%, and reward functions (Wf(xi_l, h?fl)) such that

. T
Zymi—lvhizl

Conditions (27)-(29) are satisfied. Then there exists § < 1 such that v €E (§) for all § > 9.

The proof shows that, for any strategies (o} (z;)), . in the Th-period game satisfying the

1,2
conditions of the lemma, the Ts-period game that results from concatenating these strate-
gies with the Phase (final, 3,4),c; strategies described in Section E satisfies the equilibrium

conditions of Lemma 6. Since the Phase (final, 3,i);c; strategies are used only to compute

0
;:ancel and 71';-1 ’

the rewards 7 and these rewards are of order u, Lemma 5 with K of order u

guarantees the existence of a reward function that incentivizes players to follow the basic

communication protocol in the last T3 — T, periods.

G Reduction Lemma: Phase (final, 2,1)

G.1 Secure Communication Module

In phase (final, 2,7), the secure protocol is used. We consider payoffs and reward functions

for this protocol. The resulting finitely repeated game is the secure communication module.
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We need only consider the case where [j,, is a singleton. Fix the sender 7 and another
player ¢* with ¢ # i*,i* — 1. Let L, = {¢* — 1}. Intuitively, we consider a situation where
player ¢ must communicate a message m; to player ¢* — 1, but player ¢* may gain if player
i* — 1 infers some m, # m,;, while other players are indifferent.

For each n € I, payoff functions in the secure communication module are given by

~Lpnzicy D Lanarao) + wn (B) (30)
teT

for some function w,, : H* — R. Let (07", 0_;)m,en, denote the strategy profile in the secure
protocol. Note that only the sender’s strategy depends on m;. We will give conditions on
(wn),,e; under which (07", 0_;)m,en, is an “i*-quasi-belief-free equilibrium” of the resulting
finitely repeated game. Intuitively, this means that the strategy of each player n # i* is
sequentially rational for every opposing history profile, and player i*’s strategy is sequentially
rational for some consistent belief system. In addition, sequential rationality for player i*
is imposed ex post with respect to m;. This ensures that the module remains incentive

compatible when viewed as one part of the infinitely repeated game.

Definition 2 A family of strategy profiles (o], 0_;)m;em; S an i*-quasi-belief-free equilib-
rium (i*-QBFE) if (i) for each player n # i* and history h,, the continuation strategy
Onln, 1S a best response against o_n|,_, for every opposing history profile h_,, and every
possible message m;, and (ii) for player i*, there exists a sequence of families of completely
mixed strateqy profiles ((Ulmi’k,aﬁi)mieMi)OO and a corresponding family of belief systems
B(h_i=|mi, hix) (where B(h_;

<(ami’k, Uﬁi)) ) such that, for each m; and h':*,
k=1

(2

m;, hi) is the limit of conditional probabilities derived from

0+ € argmax — Z 1{av* a0} + E (G 0"i) [w@'* (h) |mi, hz;l} :

Opx EXijr teT

where the expectation is taken with respect to B(h'+|my, hi-1).

We say that the premise for secure communication for player i* with magnitude K is

satisfied if the following conditions hold:
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1. All players but player i* are indifferent about the result of communication: w, (h) = 0

for all h and n # 7.

2. If player i* — 1 deviates from o;+_; or ALLREG does not occur,?” then w;- (h) = 0 for all
h.

3. If player i* — 1 follows ;1 and ALLREG occurs, then the following conditions hold:

(a) If m; (i* — 1) € M; U{0} is the same at protocol histories h and h, then w;- (h) = w;-(h).

Under this condition, we abuse notation and write w; (h) = w (m; (* — 1)).

(b) The range of w;« (m; (i* — 1)) is bounded by K:

i i) — % ~i SK 31
X [wie (i) = wie (14| (31)

(¢) wi (0) < wp (my (* — 1)) for all m; (i* — 1) € M;.

We now specify player ¢*’s beliefs. In particular, we specify that, after any off-path
observation, she assigns probability 1 to the event that player i* — 1 deviated (and hence,
if the above premise holds, w;« (h) = 0). This belief is clearly consistent: for concreteness,
define (07", 0% V. cns, )32, by letting player i* — 1 tremble uniformly over all actions with
probability 5! at each history, and letting every other player tremble uniformly over all

actions with probability k=% at each history.

Lemma 8 For each i* € I, i € I\{i* —1,i*}, M;, w, and K satisfying the premise for

secure communication for player v* with magnitude K, if
b(M;)K exp (—ﬁT + T%) <1, (32)

then with payoff functions (30) the secure communication protocol, together with the above

belief system for player i, is an i*-QQBFE.

2TPlayer i* — 1 follows o;«_y if, for each 7, her action a;«_;, is in the support of o;«_; given
(@iv—1¢,Wix—1¢)t<r—1. Since ¢* — 1 # 4, the support is independent of m;. Player i* — 1 deviates from
o;+_1 if she does not follow o« _1.
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Proof. By construction, players other than ¢* are indifferent over all actions throughout

the module. For player *, fix a period ¢ € T and history (a;r,w;« ) Suppose

TeT,7<t—1"
wi» € {a°,a'} for each 7 < ¢—1. By the same argument as for Lemma 4, for every possible

continuation history (a;« ,,wix ;) with probability at least

TeT, 7>’
1 — b(M,) exp <—77T + T%) (33)

conditional on (a;,,w;s ;) either ALLREG does not occur or [m; (i* —1) € {m;,0},

€T
and m; (i* —1) = m; if a;=, = a® for all 7 € T]. Moreover, if (Wis 7)o is such that
[m; (i* — 1) € {m;,0}, and m; (i* — 1) = m; if ap, = a° for all 7 € T], then by definition
of m;(i* — 1), we have m; (i* — 1) = m; if and only if player i* takes a® whenever she meets
player 7* —1 in a half-interval where player i takes a’. Hence, since w;« (0) < wy= (m; (i* — 1))
for all m; (i* — 1) € M;, taking a;+ , = a° for each 7 > t maximizes w;« (h) with probability
at least (33). Given this, conditions (31) and (32) imply that the reward term —1 {ae a0} in
payoff (30) outweighs any possible benefit to player i* from playing a # a° in an attempt to
manipulate m; (i* — 1). If instead w;« » & {a”, a'} for some 7 < ¢ —1, then by construction of

the belief system player i* believes w;« (h) = 0 with probability 1. Hence, player i* maximizes

the reward term —1 {ae, £a0} in payoff (30), so playing a® as prescribed is optimal. =

G.2 Reduction Lemma 9: Letting Rewards Depend on Other

Players’ Non-Main Phase Histories

We now use phases ((final, 2,n)),e; to further simplify equilibrium conditions. Player i — 1
uses the result of this communication to construct the reward function so that the expected
reward at the end of phase (final, 1, N) is the same as if player ¢ — 1 knew the histories
of players — (i — 1,7) for all non-main phase periods. We write the reward function as
i (2—i, K71, hT}), where T” is the set of non-main phase periods, from (19). We wish to

replace 7} (2;_1, h; %) with 7 (z_;, L', hT}) in Conditions (27)-(29), yielding the following:
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1. [Range Restriction] The range of the reward function is bounded by 8uTy:
sup |7} (m_i, hl" hﬂf)’ < 8uTh. (34)
hT*17hT,,

2. [Sequential Rationality] For all z € {G, B}" and hl™* € H!™?,

o7 (r;) € argmaxE«"iv"fi(Li))ﬂ

0;,€3; =1

T
> s (ar) + 75 (i W) [0 ] (35)
3. [Promise Keeping] For all x € {G, B}",

1
’Ul'<£UZ',1) = EEU z)

T
Zul a) + (a: o hl” 1,h1£/;>]. (36)

4. [Self-Generation] For all z_;, h'",, and AT,

—7

sign(x;_1)m} (x_l,hZ 1,h1£/;) > —5e*T]. (37)

Lemma 9 Suppose that, in the T -period finitely repeated game, there exist strategies (o7 (:)), ..,

. . . * 1
consistent ex post belief system B*, and reward functions (71': (x_i, ht, h?i))w e o SUCh
P AL LS

that Conditions (34)-(37) are satisfied. Then there exists § < 1 such that v €E (8) for all
5> 0.

H Verified Communication Module

In phase (final, 1,7) and earlier communication phases, the verified communication protocol
is used. We now establish some key properties of this protocol, and then augment it with
payoffs and reward functions. The resulting verified communication module is the most
complicated of our modules.

Let o™ = (a;-k ’m",aii) denote the prescribed protocol strategy profile when player ¢

sends message m;. For each j, 7' € I, player j’s equilibrium strategy in the j’-checking round

is determined by (a;+,w;+)tcr(msg) and ¢ € {reg,jam} (independently of m;). We say player
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J follows o7 in the j'-checking round if, for each 7 € T(j'), her action a;, is in the support
of 05 given (a;,wj)ier(msg), ¢ € {reg,jam}, and (aj¢, wj)ier(jryi<r—1- Let H<I" denote the
set of protocol history profiles at the beginning of T(j’) that arise with positive probability
under some strategy profile o. Given h</' € H<7' let H;T(j,)| L<i» denote the set of protocol
history profiles during T(j') that are reached from h<’" with positive probability under some

strategy profile (0;,0” ;) with o; € 3J; (i.e., when players —j follow the protocol).

H.1 Regular and Erroneous Opponents’ Histories

We classify each of player j’s opponents’ history profiles as regular or erroneous, 8; (h_;, () €
{R, E}. Roughly, a profile of player j’s opponents’ histories h_; is “erroneous” if it arises
whenever some jamming player plays JAM or the realized matching process is erroneous.

This classification—which will affect player j’s reward function—depends on players —j’s
protocol history h_; and the type profile ¢ = ((,)ner. By Lemma 9, player j’s reward function
can depend on her opponents’ non-main phase histories. As verified communication protocol
histories and jamming coordination protocol histories (which will determine () are non-main
phase histories, player j’s reward function can depend on h_; and (.

For j, 5" € I, we first define 6, (h_;,(, ') = E (“j’s opponents’ histories in the j’-checking

round are erroneous”) if and only if one or more of the following four conditions holds:
1. ¢; = jam.
2. There exists n € Zjum \ {7, 4’} who plays JAM in some half-interval in T (5").

3. [Condition FAIL] j # j' and there exist a half-interval S in T (j’) and a player n # j’
such that player j” plays a' throughout S but w,; = a° for all t € S. (Whether this event

occurs is determined by h_;, as Lemma 2 implies that h; is uniquely determined by h_;.)

4. [Condition FAILj’] j = 7', player j' follows 0% in the j'-checking round, and there exist a
half-interval S in T (j') and a player n # j’ such that player j/ plays a! throughout S but
wn = a’ for all ¢ € S. (Again, this event is determined by h_;, by Lemma 2.)

(Note that 6; (h—;, (, j') depends on h_; only through hqf(jj ) and hqf(jmsg), the latter because
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whether player j' follows o7 in the j’-checking round (in [Condition FAILj’]) depends on

(aj'7t’ wj/vt)te'ﬂ‘(msg) )

We define 6; (h_;, () = E if and only if either 6; (h_;,(,j') = E for some j' € I or some
player j' # j deviates from o7, in any checking round. Otherwise, define ¢; (h_;,() = R. In
addition, for each 5’ € I, let JAM;/ _; denote the event that there exists n € Zj,m \{J, j'} who

plays JAM in some half-interval in T(j). Let REGj _; denote the complementary event.

Lemma 10 For each player j € I, each type profile ( € {reg,jam}N, and each history

profile h<i" € H<Y',

1. If all players follow o* in the j'-checking round, then Pr (9]- (h_j,¢,j)) = Blp<7, C) is the

same for every h<i' € H<I'.
2. 0y € AIgmax, est, Pr(gﬂ"’a—j’) (Hj/ (h—j, ¢, 5") = E|C, h<j/).

3. If all players follow o* in the j'-checking round and (a; +(n),w; +(n))icrmsg) 7 (@50, Wjr ¢ )teT(msg)

for some n € I, then (aj +(n),w;j +(n))crmsg) = 0 and 0; (h—;,(,j") = E.

4. If player 7’ follows aj in the J'-checking round, (aj ;(n), wjr+(n))teT(msg) 7 (@ ts Wjr t)teT(mse)

for somen € I, and 0; (h_;,(,5') = R, then (aj +(n),w;y +(n))icrmsg) = 0.

5. If j # j', players —j follow o™ ; in the j'-checking round, and (aj (j), wj(j))tct(msg) 7
(@1, Wjr 1) ter(msg), then 0; (h_;,¢,5') = E.

Proof.

I the same number of times in

1. For any message (@t Wj ¢)ieT(msg), Player j' plays a
each interval. Hence, the probability that FAIL (or FAILj’) holds is independent of

(aj’,ta wj’,t)te’]l‘(msg) .

2. If player j* deviates from o7, then FAILj" does not hold. Moreover, Conditions 1 and 2
for 6; (h—;,¢, ') = E are independent of ¢;, and FAIL only applies when j # j'. Hence,

the conclusion holds.
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3. If j € Zjum or a player in Zium \ {7, 7'} plays JAM in some half-interval, then 6; (h_;,(,j') =
E by construction. If j ¢ T, and all players Zi,, \ {J, 7'} play REG in every half-interval,
then (aj ¢(n), wy(n))ietmse) 7 (@t Wjrt)teT(msg) only if player n does not observe a' in
some half-interval where player j’ plays a'. Hence, (a;/4(n), w;(n))iet(msg) = 0 and FAIL

or FAILj’ holds.

4. It 0; (h_;,(, j') = R then each n # j' observes a' in each half-interval where player j’ plays
at. So, (@jre(n), Wit (1)) erimsg) 7 (@7t Wirt) e (msg) TPLIES (@7 ¢(1), wjr (1)) tem(msg) = 0

*

5. When players —j follow o*;, (aj/¢(j), wjri(j))tet(msg) 7 (@jr.t, Wit )ieT(msg) only if player j

does not observe a' in some half-interval where player j’ plays a'. Hence, FAIL holds.

H.2 Statistical Properties of the Verified Protocol

Lemma 11 Suppose that
2N (N — 1) b(A%M)) exp(—T2) + N (N — 1) b(A®M)) exp (—£T) < exp(=T3).  (38)

Then the following claims hold for every m; € M; and every type profile ¢ € {reg,jam}N:

1. For any j # i and any o € E}F, given strategy profile (Uj,gi’;ni), either (i) m; (n) = m;

for all n € I, (it) susp (h,) = 1 for some n # j, or (iii) 8; (h—_;,() = E. Moreover,
susp (h;) = 1 implies 6; (h_;,() = E.

2. For any o; € X7, given (0;,0%,;), either (i) there exists v; € M; with m; (n) = 1y for all

n € 1, (it) susp (h,) = 1 for some n # i, or (iii) 0; (h_;,() = E. Moreover, susp (h;) =1
implies 0; (h_;,() = E.

*,1M4

3. Given a*™ | for any j € I, either (i) m; (n) = m; and susp (h,) =0 for alln € I, or (ii)

ej (h*jﬁC) =F.

4. Given o®™i, with probability at least 1 — exp(—T%), all the following events occur: (i)
m; (n) = my; for alln € I, (ii) susp (h,) = 0 for alln € I, and (iii) 6,, (h—n,() = R for
alln & Liam.
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5. For any my,m, € M; and j € I, Pr""" (0, (h_;,¢) = R|¢) = P (0 (h—j,¢) = R|C).

The intuition is that 6; (h_;,{) = E only if some player plays JAM or matching is
erroneous, which is unlikely. Moreover, since the sender plays a' with the same frequency
for all m;, the probability of this event is independent of m;.

The next lemma is analogous to Lemma 4. Unlike Lemmas 10 and 11, this lemma involves
conditions on players’ beliefs about the type profile (¢,),c; € {reg, jam}N. To express these
conditions, we assume each player n has a prior probability distribution over (¢,),; at the

beginning of the protocol. Let Pr, (:|-) denote conditional probability under player n’s prior.

Lemma 12 Fizanyj € I, j' # j, and h<" € H<'. Suppose that, for all h}r(j,) € H;T(j/)|h<j’;
we have Pr; <Cj/ = jam Vj' # j|my, h<j/,h}r(j/)> > exp(—Tz). Then, for all h}r(jl) € H;T(jl)|h<j/,

at least one of the following two conditions holds:

1. We have
Py (JAMyslmi, i< 0797 ) > 1 = exp (=T +274) (39)

2. The following two conditions hold:

(a) For all (a;,)

ey
Pr. (aj’,t(n); wj’,t(n))te’]l‘(msg) S {07 (aj’,t; wj’,t)tG’IF(msg)} vn 7£ j
! ma, h<7' 119 REG;,
> 1 — Nb(|A[*M)) exp (—ﬁT + 2T%) . (40)

(b) If aj, = a® for all t € T(j'), then

(Gj',t(n);Wj’,t(n))teT(msg) = (aj’,tawj’,t)teﬂ‘(msg) vn ?éj

i, <7 b9 REG,

Pr;

J

> 1 — Nb(|A*™) exp (—ﬁT + 2T%) . (41)

Proof. The same as Lemma 4, except that 27’3 replaces T3 in the inequality (12), as now

Ziam \ {7} is non-empty with probability at least exp(—T'2) rather than 1. m
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H.3 Payoffs and Incentives

Throughout this subsubsection, fix m; € M; and let o* = og*™.
For each j € I and t € T (j), given (a;4,wj)ter(msg) identified from h_; by Lemma 2,

calculate the equilibrium action a},(h_;). Suppose each player j’s payoff equals

_1{Cj=reg} Z 1{aj,t7éa0} - Z 1{aj,t7éa;t(h,j)} + w; (hv C) : (42)
teT\T(5) teT(j)
(This is similar to (30), but now player j is rewarded for following the equilibrium strategy
a;t(h,j) in round T (5).)
We say that the premise for verified communication to send message m; € M,; with
magnitude K is satisfied if there exist (vj )jel € RY, and (vj )jel,mieMiU{O} € R" such
that, for all j € I and h € H, the following conditions hold:

L. If 0; (h—;,¢) = E, then w; (h,¢) = v
2. If 0 (h_;,¢) = R and susp (h,) = 1 for some n # j, then w; (h, () = v}.

3. It 6, (h—j,¢) = R, susp (h,) = 0 for all n # j, and Im,; € M, such that m, (n) = m,; for
all n € I, then w; (h,¢) = vjm

E

4. 09 < min {ming, ep, v, v}

J

5.0 > v for all 1n; € M; U {0}.

7

6. The range of w;(h, () is bounded by K: K > max;cs {max {UE (Umi)m'€M~} - UQ} .

J 0\ J

The interpretation is that vf is player j’s continuation payoff after erroneous opposing
histories; v;) is player j’s punishment payoff (which results if 6; (h_;, () = R and susp (h,,) =1
for some n # j); and v} is j’s continuation payoff after players coordinate on message m;.

We modify player i’s strategy in the message round after she herself deviates as follows:
Recall that we define m;(n) = 1 if player n infers some (a;)icr(msg) DOt corresponding to
the binary expansion of any message. We can thus view the play of such (ai,t)teqy(msg) as

sending message m; = 1. With this interpretation, for each hl™* let M;(hi™") C M; be the
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t—1

T=1

(non-empty) set of messages m; such that (a;.);_; is consistent with the binary expansion
of mm;; and let M7 (hi™') = argmax,, Mynt—1y Vi be the elements that maximize v;™. Given
Rt if my € My(hi™!), player i plays a;; corresponding to the binary expansion of m};
otherwise, she plays a;, corresponding to the binary expansion of some m; € Mi*(hﬁ_l).
Call a history o-consistent if it is reached with positive probability under strategy profile
o. Recall that H</" is the set of module history profiles at the beginning of T(j') that are
o-consistent for some o € ¥, and let H;T(j /)| n<;/ be the set of module histories during T(j")
that are (o, 0" ;)-consistent for some o; € X; given h<i'. We assume that, for every player

J.7" € I, module strategy o, h<i ¢ H<' and h; € H;.r(jl)|h<j/, player j believes that all

other players are jamming players with probability at least exp(—T%):
Pr; (n € Tiam V0 # jIh<7, hj> > exp(—T2). (43)
Lemma 13 Suppose that T is sufficiently large such that
K Nb(A®MD) expy (—ﬁT + QT%) <1 (44)

If the premise for verified communication with magnitude K and (43) hold for each j € I,
then with payoff functions (42) the verified communication protocol is a sequential equilib-
rium. In addition, if there exists i* € I\ {i} such that Tjum = I\ {i*} and vi = v" for all
Jj #i* and m; € M; U0, while for player i* the premise for verified communication and (43)
hold, then with payoff functions (42) the verified communication protocol is an i*-QBFE.

Intuitively, if the prior probability that players jam is not too low, whenever player j
observes an erroneous history she believes that JAM is played and ; (h_;, () = E. Otherwise,
she believes that all other players match with the sender at least once in each half-interval.
Hence, if she deviates and changes some player’s inference, this induces susp (h,) = 1 and
yields the punishment payoff v?. It will be useful to remember that all the lemmas in this

section hold if Conditions (38), (43), and (44) are satisfied.
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I Reduction Lemmas: Phase (final, 1,7)

This section further simplifies Lemma 9, using phase (final, 1,7);¢;.

I.1 Reduction Lemma 14: Letting Rewards Depend on Other

Players’ Main Phase Histories
Recall that, for each main phase [ = 1, ..., L, player ¢« randomly selects a monitoring period
t; (1) € T(l,main). We show that player i’s reward function in the T*-period repeated game
can be made to depend on players —i’s histories in periods in L;_; = (¢; (1)),: that is, on

L;—
hoit = (a—i,t¢—1(l)>w—@ti—l(l))l—l L- (45)

=l1,...

Recall that T := {1, ..., T*}\UlL:1 T(l, main). The reward function takes the form 7} (x,i, BT Rl X%) :

—1) '3

where x,, € {0,1} was defined in Section E.»®* We wish replace 7} (z;_1,h’ ", hT;) with
o} (x_z-, hT, h]]fi‘l, X_,-> in Conditions (35)—(37). In the following conditions, we also cancel
the instantaneous utilities outside of the main phases (which can be accomplished by using

the reward function (7)).

1. [Range Restriction] The range of the reward function is bounded by 7aT™:

< 7aT™. (46)

max
L.
x,i,h’ﬂji,h P

* ™ ]L'—l

—1

2. [Sequential Rationality] For all z € {G, B}" and hl™* € H!™*,

o} (z;) € argmax E (oot ie-)).5) Z U (ar) + 7 (‘T_i’ hE, hIﬁi‘“*l’) U
o€ teU~, T(l,main)

(47)

Z8Relative to Lemma 9, the argument h; has been added to the reward function and the argument h;fr_*l
has been removed, as hl , contains enough information about player ¢ — 1’s main phase history to provide
incentives for player 1.
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3. [Promise Keeping] For all x € {G, B}",

1 .
vi(wi_q) — 26" = SET@ Z w; (ay) + 7 (x LN ) . (48)
L (TO) tel 2, T(l,main)

4. [Self-Generation] For all z_;, hT}, and h"",

sign(x; 1)} (x Z,hﬂ_‘l,h X ) > 2%, (49)

Lemma 14 Suppose that,in the T"-period repeated game, there exist strategies (o7 (i), .,
consistent ex post belief system [5*, and reward functions (Wf <x i hﬂ, h_; - ))w .
such that Conditions (46)-(49) are satisfied. Then there exists 6 < 1 such that v EE( ) for
all § > 9.

I.2 Reduction Lemma 15: “Ignoring” Other Players’ Deviations

We further simplify Lemma 14. Consider the following conditions:

1. [t; (I) Not Revealed Until End of Main Phase {] For all z; € {G,B}, | € {1,...,L},
te{l,..,T*}, (L, 1Y), and (L, A1), if ¢ < 7 for some 7 € T(main(l)), t;(I) = (1) for
cach [ = 1,...,0—1,and hi~ L ht ! then

o7 (@)l wone-ry = 7 (@), he (50)

2. [Reward Bound]
sup < 5uTl™. (51)
kTR

—17 " —1

* T ]Ll 1

3. [Incentive Compatibility] Let H;(x_;) denote the set of histories that arise with positive
probability under some strategy profile (o;,0*,(x_;)) with o; € X", For all x € {G, B}
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and h!™' € Hy(x_,),

ol (z;) € argmaXE(‘”"’ii(Li)) Z i (ar) + 7} (l’—i,hirlm hﬂjz'ﬂ) it (52)
oi€%i tEUlel T(l,main)

Note that we do not need to define “trembles” to define E [-|-] in (52).

4. [Promise Keeping] For all z € {G, B},

(% G - 26* S ]_ * / .
) — BT | Y )+ (e BT RS [ (53)
vi(B) +2¢* > | L(To)

= tel | T(l,main)

5. [Self-Generation] The same as (49).

Lemma 15 Suppose that, in the T*-period repeated game, there exist strategies (o] (2i));,,
and reward functions (Wf (x_i, hﬂ»,hﬂfi‘l)) . such that Conditions (49)-(53) are
T LN et -
satisfied. Then there exists d < 1 such that v €E () for all § > 0.
As in Lemma 14, players —i communicate their history profile in IL;_1, y_;. Since L;_;
is random and is not revealed until main phase [ is over, by giving a reward based on the

history profile in IL;_;, player ¢ can be made indifferent over actions after another player

“confesses” that she deviated in or before main phase [.

J Equilibrium Strategies: Remaining Details

We now complete the construction of the equilibrium strategies (o7 (z;)),c; in sub-block
0,..., L. From now on, we abbreviate “the verified communication protocol with repetition
Ty” to simply “the communication protocol.”Recall the different phases of each sub-block

defined in Section E. We let A represent a generic phase. That is,
A€ {0x ({jam}UTU (I x {con})}U{{l,...L} x {main} UJUI*U (I x {con})}.

In this notation, the first coordinate of A is [ throughout sub-block [ € {0,...,L}. The

second coordinate of A is (i) jam for the jamming coordination phase (for [ = 0), (ii) i € I
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for phase (l,4) (for [ > 0), (iii) (¢,con) for phase (l,4,con) (for [ > 0), (iv) main for main
phase [ (for [ > 1), or (v) (i,n) for phase (I,i,n) (for [ > 1).

For [ € {0,..., L} we write A < (resp., A < 1) if the first coordinate of X is <[ (resp.,
< 1), and similarly for A > [ and A > [. Similarly, for two phases A and X', we say A < X if
and only if phase A precedes or equals phase X

Given A, let h} be player 4’s history (a; s, w;;) within phase A. Let h* and hf’\ be

teT(N)
player 4’s history at the beginning and the end of phase ), respectively. Define h<*, h=?,

h=}, and hé;\ similarly. We now define equilibrium strategies in each phase.

J.1 Sub-Block 0

J.1.1 Jamming Coordination Phase

At the beginning of the block, player i randomly selects a period t; (I) € T(main(l)) for each
[l =1,..., L. This is encoded in L; as defined in Section I.1.

Then the jamming coordination protocol is played in phase (0,jam). Denote player i’s
protocol history by h\™™ = (a;,,w;,)%,. Recall from Section D.4 that ¢;(h{"*™™) = jam
if w;, = a' for some ¢ € {1,2}; otherwise, ¢;(A\*¥™™) = reg. In subsequent communication

0’jam)) = jam.

protocols, let ¢ € Zjay, if and only if Q(hf

J.1.2 Initial Communication Phase

For each i € I, in phase (0, 1), player ¢ sends x; by the communication protocol. As a result,
for each j € I, player j’s history hg.o’i) in phase (0, ) determines an inference z; (j) € {G, B, 0}
and a realization susp(hgo’i)) € {0,1}. After phase (0,1%) is concluded for all ¢ € I, the history
of each player j € I determines an inferred state profile z (j) = (z; (j)),c; € {G,B,0}".

Further, for i € I, given h=(09  let
TP (R=09)) .= {jerl: susp(h?‘) = 1 for some phase A < (0,7)}

be the set of players who reach suspicious histories by the end of the phase (0,4).2

291f X\ = (0,jam), define susp (h;‘) =0
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J.1.3 Contagion Phase 0

For each i € I, in phase (0,1, con), player ¢ communicates whether her history is suspicious.
In particular, given IP(h<®1com)) (which equals IP(h=(-))) in phase (0,4,con) player i

sends m\"" = 1if i € IP (h=0icom)) and mgo’i’con) = 0 otherwise. For each j € I,

)
(0,i,con)
%

(0,i,con
hj

player j’s history ) determines an inference m () € {0,1} and a realization

susp(h§-0’i’con)) € {0,1}. For the history A=) at the end of phase (0,4, con), let

TP (p=Otcon)y . — P (p<(Oicon)y {j e I:m"*V(j) =1 or susp <h§0’i’C°n)> = 1} . (54)

i

J.2 Sub-Block [

For [ = 1,...,L, strategies in sub-block | depend on the variables I? (h<(l’main)) c I.
We have already defined I (h<(l’mai“)) for [ = 1. As we will see, the outcome of sub-
block [ together with /7 (R<(t:m#in)) determines /P (R <(*+1ma)) " This inductively determines
[P (h=tmain)) for each 1.

J.2.1 Main Phase [

Ifi ¢ IP (h<(l’mam)), player i plays a™® in every period. If i ¢ I” (h<(l’main)), then z; (i) €
{G, B} for all j € I, and hence the action profile a' (x (i)) is well-defined. In this case, in
every period player i plays al (x (7)), the i-th component of action profile a' (x (i)). Given a
history profile h=(:2) at the end of main phase I, let 17 (hg(l’main)) =P (h<(l’mai“)). That

is, IV remains constant in main phase [.

J.2.2 Communication Phase [, Part 1

For each i € I, player i — 1 sends the number ¢; 4 (I) by the communication protocol in
phase ([,7). For each j € I, player j’s history h;l’i) in phase (l,4) determines t; 1 (1) (j) €
T(l, main) U {0} and susp(hgl’i)) € {0,1}.
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J.2.3 Communication Phase [, Part 2

For each + € I and n € I, player ¢ sends the message (ai,tnfl(l)(i),wi,tnfl(l)(i)) by the com-
munication protocol in phase (1,i,n). (If t,—; (1) (i) = 0, she sends (ai+,_,1)@)s Witn_ (1)) =
(a’,a®).) For each j € I, player j’s history hy’i’n) in phase (I,7,n) determines an inference
(@it 1) (G) swine ) (4)) € A2U {0} and a realization susp(hy’i’")) € {0,1}.

After phase (I, i,n) has concluded for each i € I and n € I, the history of each player j € I
determines an inferred vector of outcomes (a;y, ) (J),wir,_ @) (4))ier € [, (A2 U{0}).

Players identify deviations as follows: Given n € I, z € {G, B}, and (a,w) € A?",
let dev! (z,a,w) = 1 denote the event that either (an,wp,) # @(a_p,w_,) (Lemma 2 im-
plies (a,,w,) is infeasible given players —n’s history) or a, # al(x). In addition, let
dev!, (z (i), a,, ) (i) ,wi, @ (1) = 1if 2(i) & {G, B} or (ay, ,q) (i), wi, @ (1)) & AN,
Thus, dev), (z (i), as, ,@) (i) ,wt, @) (i) = 1 means that the outcome of the communication
in phases (I,7,n);e; implies that either player n deviated in the main phase, some player
deviated in the communication phase, or the players failed to coordinate on some message.

Let h be a history at the end of phase (I,7) or (I,i,n). Let IP (h) be the set of players
who infer susp = 1 or dev = 1 by the end of the phase: that is, for phase (,%), we define

1P (R) := 1P (psbmain)y {j el: )2133{) susp (h}) = 1} ,

and for phase (I,4,n), the set I” (h) is defined as

MAaXx<(1,,n) susp(h?‘),

TP (pstmain)y y L 5 e T max =1

MAX (N )< (Lin) ACVE <35 U)a, o U)w,_ o0 ))
J.2.4 Contagion Phase [

For each ¢ € I, in phase (I,4,con), player i sends whether i € IP(h<(:#")  as in phase
(0,4, con). We define IP (h=(:#<")) as in phase (0, i, con).
Finally, for a general h, let IZ, (h_;) = I” (h)\ {i}. Note that I”, is a function of players

—i’s histories only, since whether j € I? (h) is determined by h;j.
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K Reward Function

This section constructs the reward function (ignoring for the moment the jamming coordi-

nation phase, which is addressed in Lemma 19).

K.1 Statistics Used to Construct the Reward Functions

(0 Jam)

We first define some statistics, (6;)
(0,jam)

.7~ For phase (0, jam), since Lemma 2 implies that K

OJam

uniquely identifies h , we can equally view ((,)ner as a function of A , denoted by
C(h™™). Let 6,(h%™) = R if G(h'%™) = reg and 6,(h%*™) = E if g(h(orjam)) = jam.
By Lemma 14, player i’s reward function can be conditioned on ((h" OJam ) and 0;(h Ojam)).
For non-main phases A > (0,jam), players follow the verified communication module.
Define 6;(h*, ¢(RP*™Y) € {E, R} as in Section H.1. Given the history h<* at the end of

J

phase A, define Qj(hf?) = F if there exists a phase A" < A such that 6; (hi/j7 C(h(ojjam))) =F.

(If A = (0,jam), define 6, <hA C(hjam)> = 0;(h’; (©am)y ) Otherwise, define «9j(h:j) = R.

For main phase ([, main), let 0;(h=; . That is, 6; remains constant.

<(l,main) ) = ej(hf§l,main))

We make some immediate observations. For each player ¢ € I, regardless of her strategy,
either all her opponents successfully infer the state x, or they all become suspicious, or
0; (h_;) = E. In addition, if some player became suspicious in one sub-block, then either

everyone becomes suspicious or ¢; (h_;) = F in the next sub-block. Finally, a deviation by

player i from a;(z(7)) in period ¢;_1(l) is detected for sure.

Lemma 16 For any i € I, © € {G,B}, 0, € ¥, l € {1,...,L}, l < A < 1l+1, and
(ai, o, (x,i))—consistent history h=* at the beginning of phase \, the following claims hold:

1. Bither (i) x (n) = z(i — 1) ¥n € I with x;(n) = x; for each j # i, (ii) I%,(h<}) = I\{i},
or (iii) 0; (h=}) = E.

2. If IP.(h lmam ) £ 0 for some 1 <1—1, then either IP.(h=2) = I\{i} or 6, (hff‘) —F.
8. If ais, ) # ai(z(4)), then either IZ,(h=; (1+1,main) ) = I\{i} or 6;(h= l+1 mam)) _E

Proof. Claims 1 and 2: By Claims 1 and 2 of Lemma 11, either (i) z (n) = 2 € {G, B}
Vn € I with 2; = x; for each j # ¢, (i) suspn(h$107j)) = 1 for some n # i and j € I, or (iii)
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0;(h%”, ¢(h%*™)) = E for some j € I. By the same claim applied to the contagion phase,
if Jg(hj“ma‘“ ) # 0 for some [ < [ —1, then I2(h_;) = I\{i} or 6; (h_;) = E at the end of
contagion phase [.

Claim 3: Suppose a;s, ,q) # ai(x()). By Claim 1, either a;;, o) # ai(z(i — 1)),
I2(h=Ema)y — \{i}, or O,(h="™™) = E. 1f ayy, () # ai(x(i — 1)), then by Claim 1 of
Lemma 11, at the beginning of contagion phase I, either (i) dev! (z(i—1),a,; 0 (i—1),w, 0 (i —1)) =
1, (ii) suspn(h,’z) = 1 for some n # i and A € (I,7) U{(l,n’,) }wer, or (iii) 6; (h—;) = E. Since
the former two conditions imply IZ2, (h_;) # {0} at the beginning of contagion phase I, we
have I2,(R=FEm3y — N\ (i} or 6;(h="T™¥ )Y = E as a result of contagion phase [ by

Claim 1 of Lemma 11. =

K.2 Construction of the Reward Function

Let u% = min(, g)eaz u (a,a’) and u? = max(, geaz u(a,d’). By (5), for all i € I, we have
max {v;(G), u”} — min {u®, v;(B)} < 2a. (55)

Recall that, by Lemma 2, the history (a_;,w_;) perfectly identifies a. So, we define

9 E

7, (xl 1, A—j, W— ’L) == U’mz;l - ﬁ’l (a) ) ﬂ-zjl (Ii717 a*lﬁwfi) == ’UZ'('T’L'71> - ﬁz (a>7 and

T (i1, aiy w_i]a™™) = vi(;_1) — u(a;, ™). Given this, for each a € AV, we have

E [ﬂl (a) + Wfancel(l'i_l, a_;, w_,;) |a} = Uxi*l, E [dz (a) + 7T1~}i (5137;_1, a_;, w_i) |a] = V; (ZEi_l)

E [1)2 (a) + 7T;)i (l’i_l, a_i,w_i|amin)|a,, mm} = Ui(mi—l)-

(56)

Moreover, since u*i-! and v;(z;_1) are feasible payoffs,

Sign(xifl)ﬂ-ie:E(xifla a_;, w*@') 2 O,

maXy, |.a_;w_; MNax { ‘ﬂ-ie:E(xi—h a_g, w—l)| ) |7T;]Z (‘/Ei—la a_j, w—1)| ) |7TZ}Z (‘ri—la a_j, w—i|amin) |} S 2u.

_____

Moreover, letting ¢ 4(a_;, w_;) be the unique action a; € A such that p(a_;,w_;) = (a;, w;
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for some w; € A, we have, by (5),

Sign(ﬂfifl);{% 5;1 mi(ah(2),w k) >0 if pa(a® (), win) = af(x) VE € {1,... K},

20 > ) (i1, a_i, w_ila™™) >0 for all (x;_1,a_;,w_).
(58)
The reward function is the sum of rewards for the main phases, 7" and rewards for

the communication and contagion phases, wf°"™ain  Define

7Tilon—main(h']I" — 1{( h(OJ'lm) g} Z 7'{'“5 |T/| |T/”’ (59)

teT’

where 7;,(h";) is the reward for the verified communication module in (42). Next, define

L
main

Al (g, YRSy = i (w BT RS,

—179
=1

where, for each [, we define

mamlx “hT’ hzl
(

—7

>
1{0i(hf(1,main)):E}7Tf:E (%Z;l, A_j ¢, w,iyt)

= Z 1, = (1)’ H{@i(hfﬁl’ma‘“)) R} {10, (e 7&1\{}} (i1, Qg Wit
- ti—1(l)=t

tET(maln(l)) {0 (h<(l m'nn)) R} {Igl(hfil,maln) I\{ }} 'Z"L 1 a’—l,t7 w—Z,t|amln)

- {ei(hfﬁl’m‘”‘“‘))zR} 1 {2, ={meim )20} iz, 1=cy2u

In total, the reward function following the jamming coordination phase is defined as

K3 —1) (2

7'{'— (ZL'_Z,h’EIl, h—l’b 1) _ ﬂ_maln(m_“ h’]l” h i— 1) + ﬂ_rllon—main(h'g’i)'

Note that we have

72 (o T ) | < 4L (1) 4T < daT (61)

60




L Reduction Lemma: Phase (0,jam)

L.1 Jamming Coordination Module

We consider payoffs and rewards for the jamming coordination protocol. For each i € I,

payoff functions take the form

2

> s (hoi) + wilh). (62)

Again, as in (30), we ignore player i’s instantaneous payoffs.
We say that the premise for jamming coordination with magnitude K 1s satisfied if there

exist K > 1 and (v; (Ijam))z-

a1 c R satisfying the following conditions:

1. w; (h) = v; (Zjam) for every history h such that Zy,, = {n € I : (,(h,) = jam}.

2. 0; (Tiam) = Vi(Liam) for all Tiay and Tiay, such that i € Tiam N Liam.

3. For Zj,n, such that ¢ € Ty, the range of v;(Zjam ) is at most K:

0 (Ziam) = 0 Bam)| < K. (63)

_max
Z‘GIvaam 7Ijam 'Lél-J am 72€Z-J am

Lemma 17 Take (w;(h)),c; and K such that the premise for jamming coordination with

magnitude K is satisfied. There exists a function (miiHf (h—i))te{l 2 such that (i) we have

max;,_, [S7, i it (h—)| < 2K and (i) with payoffs (62), the jamming coordination protocol

18 a sequential equilibrium.

L.2 Equilibrium Condition: Final Statement

The main remaining step in the proof is verifying the equilibrium conditions given each
history in the jamming coordination phase. It suffices to establish incentive compatibility

and promise keeping, as self-generation is addressed in the proof of Lemma 19.

Lemma 18 For alli € I, all x € {G,B}N, and all jammaing coordination phase histories

0,
RO e have
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1. [Incentive Compatibility] For eacht >3 and h:™' € H;(z_;),

o} (z;) € argmax E(oio%i(e-0) Z i (ag) + 77 (x—ia h", hﬂjfl) [0 bt
i€ tGUlel T(l,main)
(64)
2. [Promise Keeping after Q(h(_ozfjam)) =reg/ If Q(h(_olfjam)) = reg and
. 1 o (x ~ >3 N )
Ui (x—ﬂizjam\ {Z}) = L(T0)3]E (=) Z Ui (at) + T (l’_l‘, hr{z? h—i )|:z.jam )
tEUlL:l T(l,main)

(65)

—~——

then, for all Zipm\{i}, Ziam \{i} C I\{i}, we have

: >vi(ric1) — " ifria =G
i (24, Ljam \{1}) , and (66)
<vi(rioa) +e° ifria =B

P

01 s T\ (i) = 00 T\ (0] < Nt exp(— (To)D)2aT*,  (67)

where #nar = 2Nb (A®)+2Nb (A*P@) 4L (2Nb <A4b((T0)3)> +92N2p (A4b(\A|2)> 1L INZ (A4b(2)))

1s the number of half-intervals in sub-blocks from 0 to L.
The theorem now follows easily from Lemmas 15, 17, and 18.

Lemma 19 Suppose Lemma 18 holds. Then there exists 6 < 1 such that v €E (§) for all
§>9.

Proof. By definition of o*(z) in Section J, (50) holds. Hence, putting together Lemmas 6-15,
it suffices to construct reward functions 7} that, together with o*(z), satisfy equations (49)
and (51)—(53). We first construct the reward for the jamming coordination phase, denoted
qindiff (g h(_olfjam)), using Lemma 17. So, we verify the premise for jamming coordination.
The probability that any jamming player other than ¢ plays JAM during sub-blocks
0,..., L is at most N#parexp(— (TO)%). (i) The range of 7=° is at most 4aT™* (by (61)), (ii)

once a jamming player takes a jamming strategy, the reward is bounded by 2aT™, and (iii)
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per-period payoffs are bounded by [—u,u]. Hence, we have

1 — ek
max o Tan) = 0 am)| € N exp(— (1) 26T
1€], Tjam, Ljam t€Ljam i€ Ljam
Hence, by Lemma 17, there exists 7indiff(z_, h(fjam)) such that the jamming coordination
protocol is incentive compatible and
indiff (0,jam) . N7 o
max |7 (2, b < N#nae exp(— (1) 2 )12uT™. (68)

0,
o pO o

We now define the total reward function as m;(z_s, h™;, A1) = mindiff(_, pOFam)y 4
23z s, BT, h_l '). It remains to verify (49)—(53).

First, the bound (51) follows from (61) and (68), since (17) implies that #p.ur < (Tp)™"
and (Tp)*" exp(—(Tp)2)12aT™ < *T™.

Note that, by the construction of m; 4(hT;) in (42), for all z € {G, B}" and A", we have

sign (2i-1) w0 (KT) > — [T (69)

To derive a similar equation for 7™ if §;(h="™")) = E then (57) implies that

maln
T

1P, (p={mam)y — 1\ {4}, then the same conclusion holds by (58).

is non-positive if z;_; = G and non-negative if z;_; = B. If Qi(hfgl’main)) = R and

We now show that, in all other cases, we have sign (z,_1) 7™ (1, z_;, h¥,, h""") < 0 in at
most (1 + K ) sub-blocks. To see this, note that if ID»(h<4l’mam)) # () then Lemma 16 implies
that, as a result of contagion phase [+ 1, either I2,(R="F1m30)y — 1\ {3} or §;(R=FHmam)) =
E (regardless of player i’s behavior). If both 6;(h="™™) = R and I2,(h="™"")) = (), then
Lemma 16 implies that, for each n € I, we have x(n) = % for some Z € {G, B}" with
Z;—1 = x;_1. Hence, by (58),we have sign(z;_ 1) L ,f”l T (L1, Gig, (1), Weigs_y 1)) = 0 as
long as al(z(i—1)) = ©al@—it, 1), Wit 1)) = @iy, 1)- Moreover, if a; 4, 1y # al(x(i—1)),
then Lemma 16 implies that either I2,(h=T1™ ™y = 1\ {3} or 6;(R=T1m)y = B

It follows that, there exists a subset £ C {1,..., L} with |[£| > L — (K, + 1) such that
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> e sign (zi—q) T (1 2y, BT h_l ') > 0. Since 7; and 7" are bounded by (57), we have

sign (z;_1) TP (2 BT RS > 220 (1 + Ky) (To)? >uy o) —*L(To)® Yoy, hY AUt
(70)
Now, by (68), (69), and (70), for all z;_y, hT;, k™", we have
sign(w;_1) (W‘“dlﬁ(:z: o, ROy 28 BT hﬂj’l)) > — N#par exp(— (Tg>%)12UT* T |—e*L (T,)" .

D=

By (17), #nar < (Tp)"! and N (Tp)"" exp(— (Tp)2)12aT* + |T'| + £*L (Tp)® < 2e*T*. Com-
bining these inequalities yields (49).

Next, Lemma 18 implies that there is no profitable deviation from o (z;) after the jam-
ming coordination phase. Given this, Lemma 17 implies that there is also no profitable
deviation from o} (x;) during the jamming coordination phase. Hence, (52) holds.

Finally, since (i) Zjam # 0 with probability no more than 1 — (1 — exp(— (To)é)>2N, (ii)

23y, BT hji ') is bounded by 4uT™, (iii) once a jamming player takes a jamming strategy,
the reward is bounded by 2uT™, and (iv) ZteUle T(main) Ui (@¢) 1s bounded by 2uL(Ty)3, the

total payoff satisfies

Wl

o* (z) o . T Loy o ) < _<_ _
E |:Zt€UlL_1 T(I,main) Ui (at> + Wz(x—za h—7,7 h—’L >:| Uy (.’,U_,“ @) = (1 1 eXp( (To)

))2N) 6aT™.

2N
)> ) 6uT* < e*L(Tp)?3, this inequality together

ol

Since (17) implies (1 — <1 —exp(— (Tp)*
with (65) implies (53). =

M Proof of Lemma 18

M.1 Notation

In this section, for any strategy o; and history h, we assume h to be (a@-, or; (a;,i))—consistent.

Forl € {0,...,L} and | < X\ < [+ 1, let L=} := (tn(i))nel,fgl be the randomizations
that have been realized in phase . Similarly, let L<* := (tn(i))nef,fgl if | < Xand L<* :=
(tn<z))nel,f<l if \ = (I, main). For each ), at the end of phase A, if player i knew L=* and
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h=*, she could attain a continuation payoff of

m in L;—
Zz 141 24T (i, main) Ui (at)+Zl T (La—i, AT R

wi(m*i’l"gk’ hSA) = max ]E(UUU z(x*i)) T
} Zte?l" 2 T +(hZ;)

0, €L; +1{<i(h(_o£jam) reg

(71)
where ¢ 2~ A means period ¢ follows or is within phase . On the other hand, let v;(z, L=*, h=*)
denote player i’s continuation payoff from strategy o (z;). We will show that, for any phase

A and history (L= h=Y), w;(x_;, LS h=) = vz, LS h=Y).

M.2 Equilibrium Properties

First, we show that there is no instantaneous deviation gain from o (z;):

Lemma 20 For any i € I, x € {G, B}N, o; € %, 1 € {1,..,L}, L<tmain) - gnd history

h<(main) ot the beginning of phase (I, main),

Zte’]l‘(l,main) U (at> + ﬂ.lr'nain(l’ L—i, h'g’“ h P 1)

+1{Ci(h(,0§jam))=reg} Zte’ﬂ":t in sub-block 1 7Ti7t<h—i>

max E(7%i(@-)

|]L<(l,main) h<(l,main)
;€Y ’

— o (@) Z a; (a) + 7rmam(l T, her h]Lz 1)|L<(l,main)’ j,<(;main)

teT(I,main)
_ . l,main
(TO)3 (’Ui<xi—l) — 1{$iIZG}1{I_Di(hf5l,main))¢m}2u) if Qi(h:(- ))

(1) w if ()

R,

E.

Proof. Playing o (;) yields the highest value of 7; ,(h™;): 0. Hence, we focus on e (tmain) Ui (B1)
and wmain If 0;(R="™¥)) = R then, by (60), the reward function satisfies

ﬂ_;nain(l,x_“h’]l" h i— 1)
(i1, iy Woit) — 1, G}l{ID < omain) ¢®}2u if ]D( lmam)) £ 1\ {i},

= (Ty)’

T (T, Oy Wi g|™™) = 1 20 if 70 (p={bmain)y — 7\ {7}

for t = t,_1(I) (and O for other ¢’s). For each t € T(main(l)) and a,;, the random variable
t;_1(1) equals ¢ with probability (1) (recall that <™ does not include ¢;_;(I) and the
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condition (50) holds), and players —i play a_;(2(i — 1)) when I2,(h="™™) = () (by Lemma

16) and play a™® when I2,(h="™™) = I\ {i}. Hence, the per-period expected payoff is
_ . [,main

vi(xi_g) — 1{xi,1=G}1{19i(hf§l’main))7é®}2u, by (56). If instead Qi(h:(- )) = F, then the result

follows from (56) and (60). =

Second, for each phase ), if i € IP?(h*) then I2,(h=}) # 0 or 6;(h=}) = E.

Lemma 21 For any i € I, \, and history h=* at the beginning of phase X, if i € IP(h<*)
then IP,(h<}) # 0 or 0,(h=}) =

Proof. By definition, i € I”(h<*) only if susp; (h;) = 1 or dev’, (z (i), &, ) (i), wi, @ (1)) =
1 for some n € I as the result of communication phases preceding A\. We show that both
these cases imply I7.(h=}) # () or 6;(h=}) = E. In each communication phase, by Claims
1 and 2 of Lemma 11, if susp,;(h;) = 1 then 6;(h<}) = E for each subsequent phase. In
addition, we have, either all players infer the same message, susp,,(h,) = 1 for some n # i,
or 0;(h_;) = E. If dev!, (z (i) ,a,, ,q) (i) ,ws, ) (i) = 1 for some n € I, then each of these
three cases implies either IZ,(h<}) # D or 6;(h=})) = E. =

Third, the distribution of 6;(h_;) is independent of the history in previous phases, and
0;(h_;) = E is rare.

Lemma 22 For anyi € I, \, and | > X, there exists p(Tiam\{i}, A, 0:(h=)),1) such that, for
any © € {G, B}, L=, and history h=> at the end of phase \, we have

pro () (@(hf(l’mm)) = E|L=, hSA) = pi(Ziam\ {1}, X, 0:(h=), 1).

(2

ol

Moreover, for 0;(h=}) = R, we have p;(Tam\{i}, A, 0:(h=)),1) < exp(— (Tp)?).

Proof. By Claim 5 of Lemma 11, the distribution of #; in each communication phase is deter-
mined by Z.m\{i}, independent of the message sent. In addition, since 6;(h=}) = R implies
Gi(h OJam ) = reg, in each communication phase the probability of 6;(h_;, (;(h Ojam))) =F
is at most #par (exp(— (To)ﬁ) +exp(—5‘T0)> (by Claim 4 of Lemma 11). By (17), this
probability is less than exp(— (Tg)%). n
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M.3 Verification of Promise Keeping and Incentive Compatibility

In equilibrium, by Lemma 20, for each A with [ < XA <[+ 1, L=, and A", we have

bi (Ijam\{i}v A, Ql(hég\), ~>uxi71
v, L A=) = Y (To)’ . o 7 .
Z2l+1 +(1 - pZ(Z]am\{Z}7 )\7 el<h:z )7 l)) (/U’L(xll) - 1{:171_1:0}1{191(hf£l~,rrldlrl))7é®}2u>
(72
By Claim 3 of Lemma 11, the event I”(h=<}) # @) implies 6;(h*,) = E on path. Since (17)
implies #pa¢ < (Tp)"" and (T)*" exp(— (T 0)%)312 < &*L (Tp)*, with A = (0,jam), by Lemma
22, we have (65)—(67). It tremains to verify (64). This involves verifying the premise for

verified communication, which requires a lower bound on the probability of JAM:

Lemma 23 For anyie I, z_; € {G,BY ', L, 0, € &, ht, and history h¥ from period 3
to t, we have

Pr ((j( Ojam)) = jam Vj # i|L, h** h’;) > exp(— (T(]>%). (73)

Proof. By iterated expectations, it suffices to prove the lemma for ¢ = 7. For any jamming
coordination phase history hgo’jam) let pz(h(oJam) denote the conditional probability that
each player j # i observes a' during the jamming coordination phase. By (16), we have
pz-(hgo’jam)) > zexp(— (N —2)T3). It remains to account for updating from h%! between
periods 3 and T™ (recall that the jamming coordination phase ends in period 2).

Suppose player i could perfectly observe whether her opponents play REG or JAM in ev-
ery half-interval. (Note that the other information in (IL, h3?) does not update the probability
of Cj(hgo’jam))). Then Pr (Cj(hg-o’jam)) = jam Vj # z|h?*> would be minimized when REG is
always played. As the probability that REG is always played is at least 1 — N# ¢ exp(—T%)

(conditional on any realization of <§j(h§0’jam))) ), we have
jer

gexp(— (N —2) (TO)%) <1 — N#par exp((Th) " 2) )
sexp(— (N = 2) (1)) (1 = Ntyarexp((To) H) ) +1
)

Pr7 =0 (G (A = jam ¥j £ ilhT") 2

N

Vv

by (17) exp( (To)
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It will also be useful to simplify equation (72). By Lemma 22, there exists a payoff
(2, Tiam \ {1}, A, 0:(h=)), D) (where D stands for “Deviation is Detected”) such that, for
each h=} with I7(h<}) # ), we have v;(x, L=} h=") = v;(x, Ziam\{i}, X, 0;(h=}), D); and for
each h=} with IZ(h=}) = (), we have (since v;(G) — 2u < u® and v;(B) < uf by (55))

Ui(‘r? ]L’S)\7 hé)\) 2 Ui<$) Z]'am\{i}7 Aa gz(héz)\% D) (74)

In addition, on the equilibrium path, either I _Di(hfgl’main)) =0 or Qi(hfgl’mam)) = F.

Hence, for each A with [ < X\ <[+ 1, L=, and A=, on-path payoffs are given by

(Tiam\ {1}, X, 0:(R=)), Dutit
vi(z, L5 ) = o2, T\ {1}, X, 6:(h5)), N) = D~ (Th)° PilZiam\{ }‘ ( <>A )~
l~2l+1 +(1 - pi(Ijam\{Z}v )‘7 92(h:z )7 l))vi(xi—l)

M.3.1 Proof of (64) (Incentive Compatibility)

The proof is by induction. For A > L, v;(x, L= h=*) = w;(x_;, LS, hS*) = 0, since there is
no main phase following A and playing o} (z;) yields m;;(h";) = 0. Given this observation,
it suffices to establish the following claim:

Inductive hypothesis: For each z, A, L<*, and A<, if the equilibrium continua-
tion payoff given (L=* h=*) equals v;(z, L=, h="), then o} (z;) is sequentially rational given
(2, LN, BN,

If 0;(h<}) = E, then the claim follows from Lemma 20 and the fact that 6;(h<}) = E
implies Hi(hfl(-l’main)) = E for all | > \. So assume 6;(h=}) = R.

E

For communication phase A, we use v”, (v;""),,.cr., and v? as in Section H. By Lemma 23,
we have (43). Moreover, in what follows, (17) implies (38) and (44) with relevant continuation
payoffs. Hence, we focus on proving the premise. Note that (74) implies, for each z, L=*, A=,
v; (2, LS h=A) > 0 = vi(@, T \{i}, A\, R, D).

Contagion Phase (/,i,con): For the equilibrium message m; (equal to 0 if i & [P (h<?)

and 1if i € IP(h<")) and the alternative message m; € {0,1} \ {m;}, we have

o v > =0 if TP (h<}) =0 and i g IP(h<*) (by (74)),

o v =M =0 if T2(h<)) # 0 or i € IP(h<Y), and
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o K <2u (as u™-! and v;(z;_1) are feasible payoffs,

since the event {6;(h=}) = R and i € IP(h<")} implies I7(h=}) # 0 by Lemma 21.
Given vf = u*-*, the premise holds. Hence, o} (z;) is sequentially rational.

Contagion Phase (I, j,con) with j # i: Since v, ” > o? for all m; € M; by (74), the
premise holds.

Communication phase (I,i,n) with n # i: In phases (I,n) and (I,j,n) with j <
i, Claim 1 of Lemma 11 implies that either players coordinate on both ¢,(I — 1) and
(@jtn1-1)s Witn(-1))j, OF we have IZ(h=}) # 0 (given 6;(h=}) = R). By the inductive hy-
pothesis, players will follow ¢*(x) in later phases, and therefore, by Claim 4 of Lemma 11,
either players coordinate on (ajt,—1), Wjt,(i—1))j>i OF Gi(hfglﬂ’main)) =FE. If6;(h,) = F
in some later phase, then player i’s payoff is independent of the message in the current
phase. If 6;(h*,) = R in all later phases, we have Qi(hfglﬂ’main)) = R. Given this event, for
each message m; # (ai7tn(l,1)(i),wi7tn(l,1)(i)), coordinating on m; induces dev, = 1. Hence,

v > o' = 0. Since vf = w1, the premise holds.
Communication phase ([, j,n) with j # i: The same as phase (I, j, con).
Communication phase (I,i): If I (h=}) # (), then v]" = v? for each m; € M;, so the

premise holds. So assume I2,(h<}) = 0.

Suppose first that a;s, o) = al(z(i)). Given IZ(h=}) = @ and 6;(h=}) = R, by Claim

1 of Lemma 11, players coordinated on t;(l — 1) with j —1 < i. Since players will follow

o*(x) in later phases, Claim 4 of Lemma 11 implies that either players coordinate on the

(hfglﬂ’main)) = FE in later sub-phases. Hence, for any ¢ € T(l, main), as

true message or 6;
long as t;(1 — 1)(n) =t for each n € I, we have IZ,(R=IT1m3) — ¢ op g,(p=UT1man)y — B
Therefore, for each message m;, the continuation payoft is v;" = v;(x, Liam \{i}, A+1, R, N) >
V) = v;(2, Tizm\{i}, A + 1, R, D), so the premise holds.

Suppose instead a;y, o) # al(z(i)). Then Lemma 16 implies that 12(h=!""™4™) £ g
or Qi(thlH’main)) = F, regardless of player ¢’s behavior. Hence, for each message m;, the
continuation payoff is v]" = vY. Again, the premise holds.

Communication phase ([, j) with j # i: The same as phase (I, j, con).

Main Phase: If I f’i(hfgl’mam)) +£ (), then the continuation payoff is independent of player

i’s main phase behavior, so Lemma 20 implies the result. If IZ,(h<}) = @, then Lemma 20

69



ensures there is no instantaneous deviation gain. It remains to show that the continuation
payoff decreases if player i deviates. Given history profile (L=} h=*) at the end of main

phase [, by Lemma 16, the probability that Iﬂ(hfglﬂ’mam)) # () is determined by and

|{teT(main(l)):ai,t7ﬁaé (1’(1))}|
(To)*

of ¢’s behavior in main phase [ by Lemma 22, continuation payoff is maximized by playing

increasing in . Since the distribution of 8;(h="""™"") is independent

ai; = ak(x(i)) for each t.
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N Supplementary Appendix: Omitted Proofs

The omitted proofs rely on two simple lemmas, which are used to adjust the reward functions
to correct for unlikely errors in communication. Let M C N be a finite set, let F' € R, let
f: M — [—F, F] be a function of m; € M, and let m; € M U{0} be a random variable such
that, for each m; € M, Pr (m; = m;|m;) = p(m;) and Pr (m; = 0lm;) = 1 — p(m;). Applied
to the remainder of the proof, M will be a message set, f will be a reward function bounded

by F', and p(m;) will be the probability that message m; is received when message m; is sent.

Lemma 24 With é = max,, en 2 | there exists a function g : MU{0} — [— (1 + &) F, (1 + €) F]

p(m;) 7

such that max,,.car | f (m;) — g (m;)| < EF, and E [g(m;)|m;] = f(my) for all m; € M.

Proof. Define g (0) = 0 and g (m;) = -~ f (m;) Vm; € M. The claims follow directly. m

~ pima)
A similar result holds if we account for self-generation. For x;_; € {G, B}, recall that
sign(z;_1) = —1 if ;-1 = G and sign(z;_1) = 1 if x;,_1 = B. For each x;_; € {G, B}, let
fri=1: M — [—F, F] be a function of m; € M such that there exists ¢ > 0 satisfying

max - sign (vio) 77 (mi) 2 —e. 75
miGM,ziflxe{G7B} 1gn (l’ l)f (m) > —cC ( )

Lemma 25 With é = max,,,cu 1;(7’7?1)1'), for all x;_y € {G, B}, there exists a function g“— :

MuU{0} = [—(1 4 28)F, (1 + 2¢)F| such that

(Z) maXg, ,e{G,B},meM ‘fxi_l (ml> - g (ml) ‘ <Er,
(ii) E [g¥i-1 (m;)|m;] = f*i=1(m;) for all m; € M,
(#44) min,,,cpr sign (z;-1) g% (m;) > —(14+&)c — EF, and

(1v) ming,,enr g%t (m;) > g% (0).

Applied to the remainder of the proof, condition (iii) helps satisfy self-generation, and
condition (iv) helps satisfy the premises for the secure and verified modules.

Proof. Without loss, assume F > (1 + &) ¢ (otherwise, F := (1 +£)¢).?° For z;_1 = G,

1 —p(m;)

p(mi)

1
Define ¢*-' (0) = —Fand ¢*~' (m;) = —— %' (m;) +
g (0) 07 m) = s 7 (m)

30Wherever Lemma 25 is applied, we have F' > (1 4+ €) c.
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Then, for all m;, we have (1) E [g% -1 (m;)|m;] = f&=1(my), (2) g7 (my) € [—(1 + 28)F, (1 + 2&) F],
(3) |f*=t (my) — g% (my)| < 26F, (4) sign(x;—1) g™ (m;) > —(1+&)c— EF, and (5)
For z;_1 = B, define

1 —p(m;)

g7 (0) = — (1 +€) ¢, and g™ (m;) = p(m;)

(14+&)c Ym; € M,.

1 Ti—1 M
P(mz‘)f ( z)—i_

Then, for all m;, we have (1) E [g%-1(m;)|m;] = f%=1(my), (2) g7 (my) € [—(1 + 28)F, (1 + 2&) F],

(3) [f7=r (ma) — g™ (my)| < 26, (4) sign (zi1) g™ (Ms) = — (1 +€) ¢, and (5) g™ (mi)—
g1 (0) = m (f¥=1 (m;) 4+ ¢) > 0 (the last inequality follows from the condition (75)). =

N.1 Proof of Lemma 5

Let a! € AV be the action profile where player i plays a' and all other players play a°. Let
a’ € AN be the action profile where all players play a®. Let T'* := U M){Q( T +
1,...,2(k — 1)T 4+ T'} denote the set of periods in the first half of each interval. For n # i,
define

~

5 2o spmaty | Lowamary (12 07) 87 (i ) = (21)

Pn—1,

ﬁn (hnfl) =

Pn—-1n

teT teTist

and m, (x,—1,hn—1) = 7p (hp_1) + vn(xn_1) — ¢, Where ¢, is a constant to be determined.
We will show that, for n # ¢, Claims 1 and 3 of the lemma hold for any c¢,, and that
[Zte’]l‘ 6L, (ay) + 7, (hn,l)] is a constant independent of m;.
Setting ¢, = E [3,cp 6 '@, (a;) + 7, (hp—1)] then implies that Claim 2 also holds.
For Claim 1, we require that playing a’ throughout the module is optimal with payoff

function (20). This follows immediately from the facts that K > 2 and max,, ; |wy, (h) — wn(fb)‘ <

K, which imply that the first term of 7, (h,—1) dominates any difference in >, 64, (a;)
and wy, (h). Claim 3 is also immediate.

To see that E [ZtGT 8, (ag) + 7, (hn,l)] is independent of m;, note that player i

2K1{%M_ao}] is

plays a' the same number of times regardless of m;. Therefore, E [thr p—
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independent of m;. It remains to show that

S b () + 30 = o] (120 07 (0 a0 — 2 (76)

teT teTist Pn—1,

is independent of m;.

We show that payoff (76) is independent of m; for each interval, i.e., for each k €
{1,...,b(M;)}, when the sums in (76) are restricted to 7 € {2(k — 1)T" + 1,...,2kT}, they
are the same when player i plays a' in the first half of the k** interval as when she plays a'

in the second half. When player i plays a' in the second half of the k' interval, (76) equals

2(k—1)T+T 2kT
>, @)+ Y i (al),
r=2(k—1)T+1 T=2(k=1)T+T+1

while when player i plays a! in the first half of the k' interval, the payoff (76) equals

2(k—1)T+T 2kT 2(k—1)T+T

S @)Y @) ) Y 5 (i a) -

r=2(k—1)T+1 r=2(k—1)T+T+1 r=2(k—1)T+1
2(k—1)T+T 2(k—1)T+T 2(k—1)T+T

=Y @) S )-8 S T () -

r=2(k—1)T+1 r=2(k—1)T+1 r=2(k—1)T+1
2(k—1)T+T 2(k—1)T+T

=" > la, @)+ Y 5, (a0)
r=2(k—1)T+1 T=2(k—1)T+1

2(k—1)T+T 2kT

= ) e, @)+ ) 7 la,(al).

r=2(k—1)T+1 7=2(k—1)T+T+1

Finally, for player 7, define
ﬁ'i (hi—l) = zte?l‘ L (5t_11{wi,17t:a1} (fLZ (al) — ﬁl (ao)) + 1{%717&{&0’&1}}2@) . The first term

Pi—1,i

in the sum makes player i indifferent between playing a and a!, and the second term
makes her not want to play a ¢ {a’ a'}. Since player 7 is indifferent between a° and a',
it follows that ¢; = E [ZteT 6L, (ag) + 7 (hi,l)] is independent of m;. Hence, letting

Tt (Ii—la hi—l) = ﬁ'@t (hi_1> + Uz‘(xi—l) — G, Claims 1-3 of the lemma hold for n = 3.
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N.2 Proof of Lemma 6

By Lemma 1, it suffices to show that, for sufficiently large 6 < 1, there exist (07" (2)), .., 8,
(07" (i-1));,, , and (7" (i1, hg’fi))iﬁxi_hh;ﬁ such that (1)—(4) are satisfied in the T**-period
discounted repeated game.

Construction of o*(x;)

Play within the first T3 periods is given by (o} (2;)),c,. Play from periods T3+ 1 to 7" is
given by the Phase (final, 4,1);c; strategies defined in Section E. Denote player i’s strategy

7, (indicating its dependence on h!®).

i

for periods T3 + 1, ..., T** by aiT**|h

At the end of phase (final, 4, i), for each n # i,7 — 1, denote player i — 1’s inferences of
tic1 (n) and hyg; ) by tiy (n) (0 — 1) € {0,1, ..., Ts} and Ay, 4 (n) (i — 1) € A2U{0}, respec-
tively. We say that communication succeeds if t;_1 (n) (1 — 1) = t;_1 and hy4, () (1 = 1) #0
for all n # 4,7 — 1. Denote the event that communication succeeds (resp., fails) by s;_ 1 =1
(resp., s;i_1 = 0). Note that, if s; ; = 1 and all players follow o7 |,r5, then h_;;, , (i — 1) =
h_it, -

Construction of **

As will be seen, for periods T3 + 1,...,7**, the equilibrium is belief-free. Hence, any
consistent beliefs suffice. For periods 1, ..., T3, let ** = 3*.

Construction of 7*(x;_1,hl )

Since h_;;, , uniquely identifies a;;, , by Lemma 2, there exists ﬁf,t (ti_l, h—z‘,ti,l) such

i—1

that, for all a, € AN and t € {1,..., T3},
70y (ticr, hoig ) = Lo T3 (1= 671 i (ay) - (77)

Note that
lim max ﬁ-f,t (ti—la h—iﬂfi—l) =0. (78)

0=1tti—1,h—i, 4

We use Lemma 24 to adjust ﬁft (t,;,l, h,i,ti_l) to account for errors in communication.

Claim 1 There exist (70, (ti—1,8i-1, h_is,_, (i —1))) . such that

itti—1,8i—1,h—it, 4 (i—1)
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1. Foralliel, t;_y €{1,..., T3}, and h'> € H™3,
E [wf,t (ti—la Sic1,h_ig, , (i — 1)) |hT3,tz‘—1} 7~Tf ( i1, h—i,ti_l) . (79)

. 6 . _
2. limgsy MaX; tt; _1,8i1,h—it; o (i—1) Tit (ti—h Si—1, h—i,ti—l (Z - 1)) = 0.

Proof. Let iz_i,ti_l =h_;4, ,(t—1)ifs;_y =1and iNL_Lti_l = 0 otherwise. Since s;_; = 1 im-
plies h_;y, , (1 —1) = h_;4, ,, we have Pr (il_iati—l =h_is_, ]ti_1> + Pr (B_iﬂfi—l = O]ti_1> =
1. Moreover, by Lemma 3, we have

Pr (h_z,ti_l —hois |ti_1> >1— (b(T3) + (N —2) (b(Ty + 1) + b(A?))) exp(—ETp).

The right hand side is no less than 1/2 by the definition (17). Hence, the claim follows from
(77), (78), and Lemma 24 (with £ <1). =

Given (77) and (79), since t;_; is drawn uniformly at random from {1, ..., 73}, we have

T3 T3
E Y 7, (tior, sict, hoig,, (i — 1)) |hT3] =Y (1=6"")a(a). (80)
t=1

=1

Let w8 (x;_1, hI]) := thl 72, (tiz1, Si1,h—iy,_, (i — 1)) . Let T(final, 4) = (J,, T(final, 4, 7).

Note that, for all j # 4, 70(2;-1, h1"}) does not depend on the outcome of phase (final, 4, 7).
Hence, by Lemma 5, there exist (Wt (h?_(flinal’4))) such that o7 |,z is a BFE in T(final, 4)
iel

conditional on each realized h”3, when payoffs are given by

ENY Y 6 (a) + wl (i, i GY) + (hf_“}“al"*)) Ran (81)

n€l teT(final,4,n)

Moreover, since lim;_,; max,  ,r

(i1, h"])| = 0, we have

lim max

5—1 'H‘(ﬁndl 4)
z 1

m (RT)| < (a4 22) (7 - Ty) < ST, (82)
3
where the last inequality follows from (17). Finally, we define

7T;-k* (l’i_l, h;T_*I) = ﬂ;k<$i_1, h,lTil) —|—7T (I‘l 1, hZ (flinal 4)) —|—7Tt (h};(finalA)) +sign($i_1)8€*Tg. (83)

5



We now verify conditions (1)—(4).

[Sequential Rationality:] Ignoring sunk payoffs and the constant term sign(x;_1)8¢*T3,
player i maximizes the payoff (81) in T(final,4). By construction of <7Tt (h?_(?nal"l))). ; (1)
holds for all ¢ € T(final,4) for any consistent belief system, since by Lemma 5 th;€ basic
protocol is a BFE.

Next, by Lemma 5, the expected payoff E |3, ¢ 0" ', (a;) + m <h2r_(?nal’4)> ]hT3] does

not depend on h’3. Therefore, in period t < Ty, player ¢ maximizes

E Zy L (ar) + 77 (zima, WD) + (@i, by )t 1]

- E Z(st i (@) + i (i1, B + B [ g, AR 0 1]

- E Zu (a,) + 7 (i, by imabdy | pt 1] (84)

where the first equality follows by iterated expectation, and the second follows from (80).
Since (84) equals the objective in (22), (22) implies (1).
[Promise Keeping:] Equation (2) is satisfied with v;*(z;_1) defined by

1—-96 B 2121 (57571@1‘ (at) + W*(mi 1 thEl) + 78 (ZEZ L hzl‘(f}nal 4))

07" (Ti-1) T T
1—oh + (h (final, 4)> + sign(x;_1)8c* T3

T3 T.
1-9 E Ztil ; (ay) + ZtiTngl v; (T5-1)

Ly (85)
1—oh 7 (o1, hi*y) + sign(w;)8e T

for z;_, € {G, B}, where we have used the fact that the expected value of 3% Tugr 0710 () +
T <h2r_(final’4)> equals 3/, ., v; (z;_1), by Lemma 5.

[Self-Generation:] Since lims_,; max_ piy 100 7 (w1, by (?nal4 ‘ = 0, we have
lim sign(z;-1) (W;<xi—17 hE) + wd (i, b ) + (h?_(flinal’4)> + sign(xi_1)8g*T3>

> sign (@) (251, hi%) — hnq

™ (h (final, 4)>‘ 48Ty > 0.

where the first inequality follows by (21), and the second by (24) and (82). Hence, for
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sufficiently large 9, (3) holds.

1-6
176T**

— = as § — 1 and T** > Ty, (85) implies

[Full Dimensionality:] Since T

1
. Kk
N &

T5
E Z i (ar) + 7} (w1, h®,) + sign(z;_1)8¢* T3

t=1

v

%’l]i(lﬁgl) — 8e* if Ti—1 = G,

IN

%vi(xi_l) -+ e* if Ti—1 = B

v

Ui<l’l'_1) - %2@/ — 8* if Ti—1 = G,

IN

vi(xi—l) + %2@ + 8* if Ti—1 = B.

The second line follows from (23), and the third follows from 4 > max,c 4~ |0 (a)| and

v(xz) € F*. By (5), we have v; (B) +9¢* < v; < v; (G) — 9¢*. With (17), the last line implies

v

. vi(zio1) — 9" ifxi, =G,
lim v} (z;_1)
01 S Ui(.l'i,l) + 9¢e* if Ti—1 = B.

Hence, for sufficiently large 0, we have v}*(B) < v; < v}*(G).

N.3 Proof of Lemma 7

By Lemma 6, it suffices to show that there exist (07" (2:)),,., 8™, (v/*(zi-1)) and

4,751

(77" (w1, hﬁl))i,xi,l,h% such that Conditions (22)—(24) are satisfied in the Tj-period dis-

i—1

counted repeated game.
Construction of o;*(x;)

Play within the first 75 periods is given by (o} (z;)) Play from periods T5 + 1 to T3

il
is given by the Phase (final, 3,7), ., strategies defined in Section E. Denote player i — 1’s
inference of (a4, w"’t>teuj€[']1'(ﬁnal,2,j) by (ant (1 — 1) ,wpy (1 — 1))teuj€ﬂl‘(ﬁnal,2,j)' Note that, by
(17) and Lemma 3, for each t € Uj¢,T (final, 2, j), we have

(86)

. ) 1
Pr ((ane = 1) n (0 = 1) i1 = (@ns@)ysisoy | (@ntsondsis 1) = 5

Construction of [**
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As will be seen, for periods T5 + 1,..., T3, the equilibrium is belief-free. Hence, any
consistent beliefs suffice. For periods 1, ..., 75, let g™ = §*.

Construction of m*(x;_1,h!*))

Since (a—;¢, w—;;) uniquely identifies a;; by Lemma 2, there exists 7;; (a—;¢, w—_;;) such

that, for all a, € AV and ¢ € |J,,.; T(final, 2, n),

- vi(Tio1) — U; (ar) if t ¢ T(final, 2, n),
Tt (-Tifl? A—it, Wfi,t) =
Uz‘(xi—l) — ﬂz (at) — 1{(11',1575(10} ift e T(ﬁnal, 2, TL)

We use Lemma 24 to adjust 7; 4 (;—1, a—; ¢, w_;+) to account for errors in communication.

Claim 2 There exist (mi¢ (Ti—1,a—4 (1 — 1) ,w_; s (i — 1))>i,t€Un61T(ﬁna1,2,n),zi_1,a_i,t(i—l),w_i,t(i—l)

such that

1. Forallie I, t € Uy, T(final,2,n), x;_1, and h™ € H2,

E [Wi,t (171‘—17 At (Z - 1) y Wit (Z - 1)) |I¢—1> hTQ] = Tt («ri—la Qi ts w—i,t) . (87)

2. MaXipa_,,(i-1)wii(i-1) |Tig (Tic1, a0 (1 — 1) ,w_, (1 — 1)) < 2(w+1).

Proof. We construct m;; from 7;, as we constructed Wgt from %ﬁt in Claim 1. The bound
(86) and Lemma 24 imply the result. m

Let 7% (-1, h)%)) := D teUne T(fnal o Tit (Tim1,aip (i = 1) ,w_iy (i — 1)). Let T(final, 3)
be the set of periods in (final,3,7);c;. Note that, for all j # 4, the reward 7r]:-r3 (a:j_l,hjril)
does not depend on the outcome in phase (final,3,7). Hence, by Lemma 5, there exist

(Wt (h?_(flmal’?’))) . such that 0% is a BFE in T(final, 3) when payoffs are given by
ic
E| Y dila) +al (e, k) +m (h?ﬁf;nal’?’)) e (88)
teT(final,3)

Moreover, since the reward 7TZ-TS is additively separable across t € U,¢;T(final,2,n), we have

max
Lh?jl’g:inal,?))

u+2(u+1
m <hT(ﬁnaL3)>‘ < Qw (Ts — Ty) .

i—1
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Together with Claim 2, we have

I}
+
(N}
=
+
=

max |7/%(z;_1, h{%)) |+ max | (h}r_(flinal’g)> ‘ <2(u+1)(Ty —T1)+2

., T ., T(final,3
z,hifl z,hi£1 )

where the last inequality follows from (17).
Finally, we define

w (@i, by y) o= g (B2 4+ (@i, b)) + (h?ffinal73)> + sign(w;—1) 7" 7.

The verification of Conditions (1)—(4) is now the same as in Lemma 6.

N.4 Proof of Lemma 9

We construct strategies o;* (x;), beliefs §**, and reward functions 7;* (xi,l,hinl) in the
T,-period game that satisfy the premise of Lemma 7.
Construction of of* (x;)

Play within the first 77 periods is given by (o} (z;)) Play from periods T} + 1 to Ty

i€l
is given by the Phase (final,2,7);c; strategies defined in Section E, with Zj,, = {i — 1} in
Phase (final, 2,7). For each i € [ and n # i,i — 1, denote player ¢ — 1’s inference of m;_; (n)
by m;_1(n)(i—1). If my_y(n)(i—1) = 0 for some n # 4,7 — 1, or if player i — 1 plays
JAM during a round where she receives a message via the secure protocol, let s; 1 = 0
(“communication fails”). Otherwise, s;_; = 1 (“communication succeeds”).

Construction of [**

For periods Ty + 1,...,T5, specify beliefs as in Lemma 8 given the sender’s equilibrium
message. For periods 1,...,7T7, let ™ = g*.

Construction of m* (z;_1, h?fl)

Fix 2,1 € {G, B} arbitrarily. If s;,_y = 1, denote player i — 1’s inference of player n’s
message during phase (final,2,4) by (z, (i —1),hL (i —1)). We first construct a function
7 (2 (i — 1), AT, b7, (i — 1)) as follows: Define <f_,;,711£';> = (a_i (i — 1), h7 (i — 1)) if

—1
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si—1 =1 and <:E,i, BE) = 0 otherwise. Note that (i) (10) implies

o, br (S’ 1=l “hw) 21-Nb (2 AP TO)S)) <exp(—§TO) + 26Xp< (To)%>)
AT

(90)
(i) si-1 = 1 implies (xfi (i —1),n%; (i — 1)) = (91:4, h%), and (iil) 7} satisfies (37). Hence,

in the notation of Lemma 25,
Nb (2 |A|2(T1_L(T°)3)> (exp (—&T0) + 2exp (— (TO)%>)

LN <2 ‘AIZ(Tl—L(TO)3)> (eXp (—&Tp) 4 2 exp (— (To)%>>

T 771"
. 7T7, (x—l7 h’z 1 h* )
i

)

F = max

<by (34) 8UT1, c=be" T

Lemma 25 implies that there exists 7} <j_,~, hl,, fﬂ:) such that

max__ |7} (x_z,hZT*l,hT”> (14 2¢) F, (91)
Z_q, R AT

E |7 (&0 b0 BT ) foi BT = (i B 0T (92)

sign (z;_1) 7} <1:_,, A", hTu> > —(1+é)c—¢éF, and (93)

7l <£_,-, hL" BT ) is minimized when s;_; = 0. (94)

Finally, we define the reward function m}* (z;_1, hinl) = 7" (21, hinl). It remains to
verify the premise of Lemma 7.
[Sequential Rationality:] We verify (22) for all t = 1,...,T5 by backward induction. In

phase (final, 2,7), player i maximizes the conditional expectation of

= Y ey + 7 (F0 DT

teT(final,2,7)

Given (91) and (94), the premise for secure communication with magnitude (1 + 2€) F' for
player i is satisfied, for each z € {G, B}". Moreover, (32) holds by inequalities (17) and
(34). Hence, Lemma 8 implies (27) for t =11 + 1, ..., T5.
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Since (92) implies that 7 and 77 are equal in expectation given Z_;, hY",, AT} (assuming
players follow ¢** in phases (final, 3,7);cs, as we have shown is optimal), (35) implies (27).

[Promise Keeping:] Let

T
0; (Ti-1) == —EU*(Z) Zu (ar) Z vi(wi1) — Z Lia; a0y + T (ff—uh?fl)
t=T1+1 teT(final,2,7)

Equation (36) implies 0; (z;-1) = v; (z;_1).
[Self-Generation:] By (17), (93) implies (29).

N.5 Proof of Lemma 11

Claim 1: If susp (h,) = 1 for some n # j, then (ii) holds. If 6; (h_;,(,j') = E for some
j" € 1, then (iii) holds. So assume otherwise.
In light of the definition of FAIL, this implies that, for each j' # j and n # j, player

n observes a'

in each half-interval in T (5') where player j' plays a'. For n = j, since play-
ers —j follow the equilibrium strategy and take REG, we have (a; (), wj +(j))teT(msg) =
(ajit, Wy t)termsg). Moreover, for each player n # j,j’, since susp (h,) = 0, she does
not observe a! in any other half-interval in T (j) than those in which player j’ takes a'.
Hence, (a; +(n),wj +(n))teT(msg) = (@574, Wjr ¢ )teT(msg)- Combining these observations, we have
(ajri(n), wjr+(n))ier(mse) = (@57, Wjr ¢ )ier(msg) for each j',n € I. Therefore, m;(n) = m; (n')
for all n € I. Finally, as player 7 follows the protocol, this message must equal m,.

For the last part of the claim, consider each event that induces susp (h;) = 1. If
(ant(7), wmt(j))tGT(msg) = 0 for some n # j, then (an(j), Wn,t(j))teT(msg) # (an,hwn,t)te'lr(msg)-
Hence, either some player j° # n,j played JAM or player j did not match with player n
in a half-interval in T (n) where player n played a'. In either case, 0, (h_;,(,n) = E. If
(aj(n),w;jt(n))ier(mse),jer is not feasible, then again there exists n # j with (an+(J), wnt(7))teT(mse) 7
(i, wn,t)teT(msg)-

Claim 2: Same as Claim 1, except that the commonly inferre m; may differ from m,.

Claim 3: Follows from Claim 3 of Lemma 10.

Claim 4: Given Claim 3, it suffices to show Pr7" (0, (h_;,() = F) < exp(—T3). For
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each j' € I, if no one plays JAM in T (j'), then 6; (h_;,(,j’) = E only if some player n # j'
fails to observe a' in a half-interval in T (j') where player j’ plays a'!. By Lemma 3, this
event occurs with probability at most (N — 1) b(A%*M)) exp (—£T). In total, 0, (h_;,() = F

occurs with probability at most

2N (N — 1) b(AYM)) exp(—T2) + N (N — 1) b(A®) exp (—&T). (95)
37’€l,n#j: player ;rplays JAM in T(j5) 35’ €l,n#i:n fails t?)robserve a' in T(5")

By (38), this sum is at most exp(—T'3).

Claim 5: Follows from Claim 1 of Lemma 10.

N.6 Proof of Lemma 13

We prove the first part of the lemma by backward induction. We assume throughout that
(; = reg; if instead (; = jam, then (42) equals w; (h, () and 0; (h_;,{) = E, so player j is

indifferent over all protocol strategies by Condition 1 of the premise for communication.

Final Checking Round Let j' be the index of the final checking round. Fix h € H<J'.

The following lemma verifies the receivers’ incentives, since both 4;(a;) — 14, 240y and

uj(a,) — 1{%77&&;’7(,1_]_)} for 7 ¢ T (') are sunk.

Lemma 26 Assume j # j' and (; = reg. For every history h~" € H<' and h;-_l with
t € T(j'), and every action a;; € A, when player j follows her optimal continuation strategy

after taking action a;;, we have

E|= Y lay,ra0p +wj (B,Q R, 07, ao] = { D Vay a0y +wi (B, Q) R B 0y #
TET(}") TET()
(96)
Proof. If 0; (h_;,(,5") = E for some j"” # j, the result follows immediately from (8) and
(42), given (; = reg. So suppose 0; (h_;,(,j") = R for all j” # j'. Since a deviation by any
player j"” # j induces 0; (h_;, () = E, we also assume players —j follow ¢ ; in every checking
round. Hence, 6; (h_;,(,j') = E if and only if (i) some player n # j' does not observe a' in

a half-interval where player j’ plays a' or (ii) some player n # j,j’ plays JAM in T(j'). In
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particular, let Ry _; denote the event that each player n # j, 5’ is matched with player ;" in
every half-interval where player j' takes a'. Then Pr(6; (h_;,¢, ') = E|Rj_j, h<7', hih) s
independent of o;.

With ¢ replaced by j', i* replaced with j, T replaced with T(;’), and Lemma 4 replaced

with Lemma 12, by the same argument as for Lemma 8, with probability at least
1 — Nb(A®MD)Y oxp (—ﬁT + 2T%> , (97)

conditional on (aj,r,wj,r)  cp(jry. €ither 8; (hj, ¢, j) = Eor [for eachn # j, (a0 (n) , wj (1)) etmsg) €
{(aj 1, wj 1) iermsg), 0}, and (aj ¢ (1), wjr i (n))iet(msg) = (@574, Wyt )teT(msg) if and only if a;, =

a® for each 7 € T such that u,(j) = n and 7 is in a half-interval where player ;' plays a].

The latter event implies R _;.

Since Pr(0; (h_;,¢,5') = E|Rj _j, h<7, ht~1) is independent of o and (ajr ¢ (n) ,wjr+(1))te(msg) =

0 induces susp,(h,) = 1, playing a;, = a° for each 7 > ¢ maximizes w; (h, () with prob-

ability at least (97). Together with (44), this implies that the reward term —1¢, 40y
outweighs any possible benefit to player j from playing a # a° in an attempt to manipulate

(a7 (1) 054() gy

We next verify the sender’s incentive:

Lemma 27 Assume (; = reg. For every history h~Y' € H<" and hz-,_l with t € T (j'), and
every action ajy, € A, when player j' follows her optimal continuation strategy after taking

action aj ;, we have

IR L

* (h,j/)} _'_ wj/ (h’ C) ‘h<] htil aj’,t - a;/,t(h*]’/)
J°,T

(hfj/)} +wy (h: ¢) ‘h<j,> h;"_la ajiy # a;ﬁt(h*j’)

*
aj’ﬂ'?éaj/,q—

W

=
S

™

Proof. Again, we assume 0;(h_;,(,j") = R for all j” # j" and players —j follow o* ;, in
all checking rounds. In addition, assume REG;/ _;, as otherwise 6 (h_j;,(,j") = E. Given

the reward —1 { , it suffices to show that following o7, maximizes w; (h, ().

ayr tat, (h_y)}
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By Claims 4 and 5 of Lemma 10, for each j” # j', since we have assumed 0;/(h_;, (,j") =
R, we have (ajrg (n),wjr+(n))ier(msg) € {(aj7+,Wjn ¢ )ier(mse), 0} for all n € I.

Fixt € T (5'), h</’, and Rt T (ajoy (n), wime(n))ter(msg) = 0 for some j” # j" and n € I,
then Claim 1 of Lemma 11 implies that susp,,(h,/) = 1 for some n’ # j. Hence, maximizing
wy (h, ) is equivalent to maximizing the probability that 6; (h_;,(,j) = E. If player j’
followed o7, until period ¢ — 1 within T ('), then following o7, maximizes 0, (h_;,(, j') = E,
by Claim 1 of Lemma 10. Otherwise, 6;(h_;,(,j') = R given REGj _;j and any strategy
maximizes wj (h, (). In total, it is optimal to follow o7,.

Now suppose (ajr ¢ (n),wjr+(1n))iet(imsg) = (@57t Wjrt)iermsg) for each j” # j" and n €
I. Suppose player j" followed o7, until period ¢ — 1 within T (j'). On the one hand, if
player j' deviates from o7 in period ¢, then 0;(h_;,(,j') = R given REGj _j. Since
(aj¢(n), wjr+(n))ier(msg) 7 (574, Wjr ¢ )teT(msg) for some n # j" induces susp (h,,) = 1, player
J"’s payoftis P(o; \h<j’,h§71)v;7i+(1—13(0j/ ]h<j/,hzfl))v?,, where m; corresponds t0 (@i t),cpimneg)
and P(0j[h=7",h!7") is the probability that (aj (1), wj :(n))ermsg) = (@576 Wirt)teT(msg) for
all n # 7. On the other hand, if player j' follows o} in period ¢, then her equilibrium
payoff is P(o%|h=7 h ol + (1 — P(o R0 b))k, since (aj¢(n), wjri(n))ietmsg) 7
(a1 4, wWjr ¢ )teT(msg) implies 0 (h_jr, ¢, ') = E. Asmin{v}", v5} > 0% by premise and P(c’, |h=7" k! ") >
P(O‘j/|h<j,,h§/_1) by definition, it is optimal to play o7

Suppose instead player j' deviated from o} within T (j') before period ¢ — 1 . Then
0;(h_j,¢,j") = Rgiven REGj _j:, so her payoff is P(oy|h=7" b il +(1—P (o [h=7" bl 1))l
Again, following o7, for the rest of the round maximizes P (O’j/|h<j/,h§-71). u
Backward Induction: Given that players will follow ¢* in subsequent rounds and Claim 1
of Lemma 10, we can assume 6; (h_;,(, ") = R for each j” for which the j”-checking round

follows the current round. Hence, the same proof as for Lemmas 26 and 27 establish each

player’s incentive to follow o* after any history.

Message Round: Again, given that players will follow ¢* in the checking rounds and
Claim 1 of Lemma 10, we can assume 6, (h_;,(, j') = R for each j' € I, and therefore as-
sume (a;/4(n), wj 1(N))teT(msg) = (@574 Wjr 1 )teT(msg) and susp,, (hy,) = 0 for all n, j* € I. Given

this, the strategy of each player j # i does not affect w;(h, (), so incentives are satisfied.
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For player i, given (aj ¢(n),wj +(n))ier(msg) = (@7t Wjr )teT(msg) for all n, 5" € I, m;(n) will
equal m; if player ¢ plays (@t)icrmsg) corresponding to the binary expansion of 7, (with
the interpretation that, if (ai,t>t€’E(msg) does not correspond to the binary expansion of any

m; € M;, then m;(n) = 1). Hence, o, "™ is optimal after any history.

i*-QBFE: The last part of the lemma is immediate: Since v} = v" = vfuniSh for each
m; € M; and j # ¢*, players —i*’s incentives are satisfied. For player i*, the proof of the first

part of the lemma applies.

N.7 Proof of Lemma 14

and reward functions (7r;~“* (:U,i, hﬂ‘))‘

4T,

We construct strategies (o (z;))

i,2i W, in the T;-
period game that satisfy the premise of Lemma 9.

Construction of o}* (x;)

Play for the first 7" periods is given by (o} (z;)),. Play from periods 7™ +1 to 77 is given

by the Phase (final, 1,14);c; strategies outlined in Section E. More precisely:

e Player i — 1 (mod N) sends t;_1 (1), ...,t;—1 (L) using the verified protocol with repetition
Ty and Zjm = —i. Each player n € [ infers a message (t;-1 (1) (n), ..., t;i—1 (L) (n)).

e Sequentially, each player n # 4,7 — 1 sends h,¢, (1)) = (anyti—l(l)(n%wn:tifl(l)(n))lzl .
and x, € {0,1} using the secure protocol with repetition 7 and Zj,, = {7 — 1}. For each

n #i,i— 1, player i — 1 infers a message (At ,@ym) (0 — 1), xn(i — 1)).

e If there exists a player n # ¢ with susp (h,,) = 1 or 6; (h_;) = F in the verified protocol, or if
player i—1 infers 0 or plays JAM during a round where she receives a message in the secure
protocol, let s;_; = 0 (“communication fails”). Otherwise, s;_; = 1 (“communication
succeeds”). Note that s;_; is a function of hﬂ-. Here, (, is assumed to equal jam for each

n # 1 and reg for i, and so is omitted from 6;.

Construction of p**
In periods where player n sends a message via the secure protocol, specify trembles as
in Lemma 8. In periods where players use the verified protocol, any consistent belief system

suffices. For periods 1,...,7T*, let ** = g*.
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Construction of m;* (m_i, hﬂ»)

Fix x;_; arbitrarily. If s,_1 = 1, we denote player ¢ — 1’s inference of player n’s message
during phase (final, 1,7) by hy'™' (i — 1) and x,(i — 1). As in the proof of Lemma 9, define
hhot = RM (i —1) and Yo; = x_i(i — 1) if 5,1 = 1, and define A% = 0 and Y_; =
0 otherwise. Since M; = {1,...,(Ty)*}* for the verified communication, Condition (17)
implies (38), and therefore Claim 4 of Lemma 11 holds for verified communication. In
addition, (10) implies that the secure communication is successful with probability at least

(N —2)b(2A%F) (exp(—To) + Qexp(—(TO)%)) In total, we have

=
o=

rgin Pr <8i_1 = 1|h]]jz_1> > 1- eXp(—(To)
pli-1

—1

) — (N — 2)b(24%1) (exp(—To) + 2exp(—(Ty)

)

=1- pirror(TO)' (98)

Moreover, the event s;_; = 1 implies h Tri—-1) = h “tand x_;(i — 1) = x_s, and the

reward 7} satisfies the condition (49). Hence, in the notation of Lemma 25,

1
T
perror( 0) and F =

= i l7hT 7h Z 17 fi) < 7_T*7 = 2e*T™.
c 1-— pérmr(To)’ o g;/a)gﬂf 1 T (I‘ —1 X by (46) U C £
(99)
Therefore, Lemma 25 implies that there exists 7} (:v_i, S )Z_Z-> such that
max <x_l,hT, pli- X_> < (1+28)F, (100)
T_j, h'E/l 71]1;11 !
E [frl* <m_z, hT, le l,i_i) |z _;, hi, hjl "x— } (x_z, hz, hjz IX_Z> , (101)

sign (z;-1) 7} (x_z,ha,iz_ll 1,)2_> > —(1+&)c+EF Vo, hY h"' y_;, and  (102)

7 (:1: G BT RE g ) is minimized when s,_; = 0. (103)
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We define the reward function

*k T T 7Li—1 =~ E : ~ cancel
U <x—ia h—z) = 7T ('T—h h_za h_l ) X—Z) + Uw (xi—la a—i,t7 w—i,t)
t@U/2, T(main(1))

+ Z 7_(_;/erify (hTE’Z’) + Z ercure (hTE’Z’) .

teT(final,1,3): teT(final,1,i):
verified protocol secure protocol

Here, the rewards /""" (hT}) and 75"¢(h") are defined analogously to (42) and (30) for the
periods where players —: communicate by the verified and secure communication modules in
phase (final, 1,7). Note that these rewards depend only on the history in phase (final, 1,7),

~ cancel

and the per-period reward is bounded by 1. Also, 7 is bounded by [—u, u]. So, we have

T (a:, h?’Q) ‘ <[ (14 @) + (1 + 28) 7aT* <py 17y SAT™ (104)

Since 77" (z_;, k™) satisfies (37) (given (104)), it remains to verify the other three conditions
of Lemma 9.
[Sequential Rationality:] We verify (35) for ¢ = 1,..., T} by backward induction. Given

meancel for periods t' = T* +1,..., Ty, player i maximizes the conditional expectation of

R CRY = ) R DI G R DI A ()
t€T(final,1,i): t€T(final,1,i):
verified secure
Since the reward 7} (x_i, R, ﬁlﬁii‘l, )Z—i) depends only on the histories in T(final, 1,7), player
i follows the equilibrium strategy in phases (final, 1, j);4.

For phase (final,1,7), given (100) and (103), the premise for secure communication
with magnitude (14 2¢) F for player i is satisfied for all © € {G,B}". In addition, as
vE =) = [value of 7} given s;_; = 0], the premise for verified communication with mag-
nitude (1 + 2¢) F for player i is satisfied for all z € {G, B}". Since Zjum = —i for verified
communication, Condition (17) implies Conditions (38), (43), and (44) (for verified commu-

nication), as well as Condition (32) (for secure communication). In total, Lemmas 8 and

13 imply sequential rationality for ¢ € T(final, 1,7). Finally, since 7} and 7} are equal in
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expectation given z_;, hT,

—1

h_zl ' X—i, (47) implies (35) for t =1,...,T*.

[Promise Keeping:] Since ¥ and 7 are equal in expectation given 2_;, hT;, h™~* . (48) holds.
[Self Generation:] By (17) and (102), sign (z;_1) 7 (1: o T RN g > > —3uT*. Other
terms in 7;* (z_;, hT;) are bounded by (1+ @) |T"| + 2*L(Tp)* <py a7y —2uT*. So, (37)

holds.

N.8 Proof of Lemma 15

Compared to Lemma 14, we introduce (50) and replace (46) with (51) (a more restrictive

condition), (47) with (52) (less restrictive) and (48) with (53) (less restrictive). We show

that the third replacement is without loss, and then show the same for the second. Given
1 o*(x ~ * Li—1

(52), let & (24) = 7B [y mmanay @ (@) + 77 (20 BT B2 x|

Since v;(x;—1) € [—u, u], Conditions (49) and (53) imply

0; (x—;) — (vi(mi—q) + 2sign(z;_1)e*) € [—2u, 2u]. (105)

Define 7} (3: o WD RS ) T <£C RN 1,X,i)—(1§i (x_i) — (vi(w;—1) + 2sign(z;_1)e*)) T™.
Note that changing the reward function from 7} to 7 only subtracts a constant and thus does
not affect sequential rationality. In addition, since sign(x;_1) (0; (x_;) — (vi(2;_1) + sign(x;_1)2e*)) >

0 by (53), (49) implies sign(x;_1)7} (:L‘ L > > —2*T*. Hence, self-generation

also holds with reward function 7. Finally, since (9; (x_;) — (v;(z;_1) + 2sign(z;_1)e*))T™* is

bounded by 2uT™ by (105), (51) implies

sup < 7T,
T_y, R h]LZ 1 X —i

—17 " —1

7’%:( <:L‘—Za h?/w h/—l la X—Z)

Hence, (46) also holds with reward function 7. Therefore, the premise of Lemma 14 holds.

We now show that it is also without loss to replace (47) with (52). We assume that, before the

end of main phase [, player i believes that ¢;_; (1) is uniformly distributed over T(main(()).3!

Define 7¢a1¢l (2, 1 a_;,w_;) 1= w5l (2, 1, a_;, w_;)+sign(z; 1) maxz, 4 .o, 78 (T 1,0 4,0_) .

,,,,,

31This belief results if trembles in periods t = 1, ..., T* are independent of (LL;, hf 1) and thus is consistent.
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We have 7éacel (z; . a_;,w_;) € [-2u,21], by (7). Note that

E [4; (a) + 7 (2,21, a_i, w_;) a] = vi(2i21) +sign(z;—q)  max_ 7§ (3

N Ti— laa—mw—z)
Ti—1,0—,W—;

(106)

) cancel (

and sign(z;_; Ti_1,a_j,w_;) > 0. Since T* € T', we can define

—i
T th h i—1 ) = ~ cancel
iy Tl_g» y X—=i | = Zte’]l" ; (x,-,l,a,i,w,i)

+(To)* 3o wgancel (Tiz1, Aty (1) Wits 1))

o <m_z, WY, B 1> if x, = 0 for all n # 1,
if x,, = 1 for some n # i.
The (T})? term cancels the probability that ¢;_; (I) = t for each ¢ € T(main(l)), so with this

reward function player i is indifferent over all action profiles when x,, = 1 for some n # i.

Given reward function 7}, (47) and (49) hold. Moreover, given (51) for 7} (:17_@, hT, h- 1),

,ﬁ-: (l‘—lahrg/ph ’a 17X—i>

sup < max {7aT™,2uT™} < Tul™.

s L
z_i BT R

g —1

Therefore, the premise of Lemma 14 holds.

N.9 Proof of Lemma 17

Definition of the Reward Function
We must define 754 (h_;). Given h_;, fix h; uniquely identified from h_; by Lemma 2.

Let H? be the set of histories for player i with w;; # a' and w;» # a'. Given the resulting
profile h = (h;, h_;), for t = 2, we define Av;; (h_;) as follows:

1. If wi;—1 = a*, then Av;; (h_;) := 0.

2. Otherwise, define Pr (Ziam \ {¢}|h'™", HY, a;) as the conditional probability that the real-
ized set of jamming players other than i at the end of the protocol equals Zia \ {7}, given

that players —i follow the protocol, h; € H?, and player i plays a; in period ¢. Let

7

Pr (Zjam \ {i}|n'71, HY, a') .
Avig (hi) = ) J o oo ] v @ N i}
Zom\(i} \ — PT (Zjam \ {i}2"71, H}), a”)
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Note that |Av;; (h_;)| < K, by the bound (63).

Finally, for t = 2, we define
W;ﬁdiﬂ (h_l) = —]_{ai’t:al}AULt (h_,) . (107)

For t = 1, define Pr (Zjan \ {i}|h7F, H?, a;) as the conditional probability that the realized
set of jamming players other than i at the end of the protocol equals Zjay, \ {7}, given that
players —i follow the protocol, h; € H?, and player i plays a; in period ¢ and a° in period
t 4 1. The resulting definitions of Av;; (h—;) and 7% (h_;) are the same as for ¢t = 2.

Note that |73 (h_;)| < K for ¢t = 1,2. Hence, condition (i) holds.

Incentive Compatibility

We show that, for every player ¢ and period t = 1, 2, it is optimal to follow the protocol in
period ¢ given that she will follow the protocol in every later period. Recall that Pr (h; € HY)
is independent of player i’s strategy, and Condition 2 of the premise implies that w;(h) =
w;(h) for all h and h satisfying h; & H? and h; & H?. Moreover, w;(h) = v; (Zjam \ {i}) if h; €
H?. Hence, player i maximizes her payoff by maximizing $7_ T (h_) + v (Ziam \ {4})
conditional on h; € HY.

For t = 2, ignoring sunk payoffs, player i maximizes 7% (h_;) + v; (Zjam \ {i}) condi-
tional on h; € HY. By (107), player ¢ is indifferent between a” and a'. Moreover, she is also
indifferent between a” and any a € {a°, a'}, since (i) the distribution of Zj,y \ {i} is the same
whether she takes a® or a € {a®,a'}, and (ii) (107), 7*4 (h_;) is the same as well.

For t = 1, noting that her period 1 action does not affect the distribution of anyone’s
action in period 2, player i again maximizes payoff 7" (h_;) + v; (Zjam \ {i}) conditional

on h; € HY. Again, (107) implies she is indifferent among all actions.
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